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Note: Do not include any personal, identifying, or confidential information into the lab
environment. Information entered may be visible to others.

Corrections, feedback, or other questions? Contact us at AWS Training and Certification.

Lab Overview

This lab uses an emulated on-premise environment with AWS EC2 servers, configured in a way
that mimics a customers' environment, with private and public networks, DNS server, pre-
installed applications and a bastion host.

Objectives

After completing this lab, you will be able to:

¢ Understand how migration projects works.

e Discover servers and applications using AWS Application Discovery Service.
e Group servers as applications using AWS Migration Hub.

¢ Migrate servers with AWS Application Migration Service.

Prerequisites

This lab requires:

e Google Chrome browser. The lab requires the students to use only Chrome as the internet
browser because for Fleet Manager RDP, only Chrome browser supports bidirectional
copying and pasting between RDP sessions and your local machine.

e Access to a computer with Microsoft Windows, Mac OS X, or Linux (Ubuntu, SuSE, or Red
Hat).

e Be familiar with the AWS console.
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e Be familiar with AWS Application Migration Service (MGN).
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Terminology table

| Term | Description

|- - o
|

| Bastion Host | Also known as Migration Automation Server. It is a windows server to host
and run all the automation scripts. |

| MGN | Also known as AWS Application Migration Service, a lift and shift solution to

rehost servers to EC2. |

| Migration Factory | An AWS solution to automate and migrate servers to AWS at scale. |

| Wave | Also known as Migration wave, it is a group of apps and servers with the same
migration schedule. |

Duration

This lab requires approximately 120 minutes to complete.
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Icon key

Various icons are used throughout this lab to call attention to different types of instructions and
notes. The following list explains the purpose for each icon:

¢ Command: A command that you must run.

Expected output: A sample output that you can use to verify the output of a command or
edited file.

e Note: A hint, tip, or important guidance.
e (@ Additional information: Where to find more information.

e | Caution: Information of special interest or importance (not so important to cause problems
with the equipment or data if you miss it, but it could result in the need to repeat certain
steps).

¢ A WARNING: An action that is irreversible and could potentially impact the failure of a
command or process (including warnings about configurations that cannot be changed after
they are made).

e Refresh: A time when you might need to refresh a web browser page or list to show new
information.
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Start lab

1. To launch the lab, at the top of the page, choose Start lab.

® You must wait for the provisioned AWS services to be ready before you can continue.

2. To open the lab, choose Open Console.

You are automatically signed in to the AWS Management Console in a new web browser tab.

A Do not change the Region unless instructed.

Common sign-in errors

Error: You must first sign out

Amazon Web Services Sign In

You must first log out before logging into a different AWS account.

To logou,

If you see the message, You must first log out before logging into a different AWS
account:

e Choose the click here link.

o Close your Amazon Web Services Sign In web browser tab and return to your initial lab
page.

e Choose Open Console again.

Error: Choosing Start Lab has no effect

In some cases, certain pop-up or script blocker web browser extensions might prevent the Start
Lab button from working as intended. If you experience an issue starting the lab:

¢ Add the lab domain name to your pop-up or script blocker's allow list or turn it off.

o Refresh the page and try again.
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Scenario

Advanced Migrating to AWS with AWS Cloud Migration Factory

In this workshop we will perform migration of an emulated production environment running on a
customer datacenter with AWS EC2 servers, configured in a way that mimics a customers'
environment, with private and public networks, DNS server, pre-installed applications and a
bastion host. All the concepts applied in this migration exercise can also be applied to 10s, 100s

or 1000s of server migrations.

The following architecture reference will be used:

Lab architecture reference

Migration
Factory

Wave -1

B O

Lambda

Windows App DB DynamoDB

Server  Server

B O

App DB
Server  Server

e The current production environment running on-premise is comprised of 3 applications and
5 servers as per the following:

Application | Hostname FQDN oS Platform
Wordpress | wordpress- wordpress- Centos7 Apache+PHP

web web.onpremsim.env
Wordpress | wordpress-d wordpress-db.onpremsim.env | Centos?7 MariaDB
OFBiz ofbiz-web ofbiz-web.onpremsim.env Centos7 Java
OFBiz ofbiz-db ofbiz-db.onpremsim.env Centos7 PostgreSQL
Intranet windows windows.onpremsim.env Windows s

2019

Task 1: Connect to the bastion host

In this task, you will connect to the bastion host instance using AWS Systems Manager Fleet

Manager.
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! Please make sure that you are using the Chrome as the Internet browser because for Fleet
Manager RDP, only Chrome browser supports bidirectional copying and pasting between RDP
sessions and your local machine.

If you are unable to use RDP with Fleet Manager, you can also connect to your windows

instance using a Remote Desktop client.

To connect to the bastion host using RDP with Fleet Manager:

3.

4.

To the left of the instructions you are currently reading, choose Download PEM.
Save the file to the directory of your choice.
Get the BastioninstanceSessionRDP values from the left side of these instructions.

Open Google Chrome on your local computer, and access BastioninstanceSessionRDP
from the browser.

For preferred Authentication type choose Key pair.

For Key pair content, choose the following option Browse your local machine to select the
key pair file.

Select Browse to upload the PEM key from your local directory that is associated with your
instance.

10. Select Connect .

You will be prompted with a Networks pop-up window asking: Do you want to allow your PC

to be discoverable by other PCs and devices on this network? Choose No.

Your bastion host has all the required software to run this lab and should look like this:

W L 6 m® f:v:.-‘,,
All the commands listed on this guide should be executed from inside the bastion host.
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! Fleet Manager RDP connections have a maximum session duration of 60 minutes. When that
duration is reached, Fleet Manager disconnects the session. If you run into any issues while
interacting with the Fleet Manager RDP, then choose Actions ¥ drop-down list, and then select
Renew session to restart the duration timer.

11. Copy/Paste: Test the applications that we're going to migrate. On the bastion host, open
the following URL using Chrome browser.

|Application |URL |

| | |

|Wordpress  |http://wordpress-web.onpremsim.env/ |

|OFBiz ERP |https://ofbiz-web.onpremsim.env:8443/accounting|
| Intranet | **http://windows.onpremsim.env/ ** |

e This is a simple test, just check if the application’s webpage shows up. You should be able
to access these 3 web applications:

Wordpress

Just another WordPress site

OFBiz

OFBiz application uses a self signed certificate. It is required to add the exception on Chrome
to be able to explore the application. In the Chrome browser, select on Advanced, then
Proceed to ofbiz-web.onpremsim.env (unsafe). If you saw the following Error page for
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OFBiz app, don’t panic, this is because there were some build errors of this lab, you can still
continue the lab without any issue.

https://ofbiz-web.onpremsim.env:8443/accounting/control/main

ERROR MESSAGE

org.apache.ofbiz.webapp.control.RequestHandlerException:
Domain ofbiz-web.onpremsim.env not accepted to
prevent host header injection. You need to set host-
headers-allowed property in security.properties file.

Intranet

@ IS Windows Server X e

& C A Notsecure | windows.onpremsim.env/ w A

=8 Windows Server

Internet Information Services

Welcome Bienvenue | Tervetuloa

&>c# Benvenuto ¥4

2 b.. Bienvenido® Hos geldiniz | o~xan oona

Bem-vindo |
KoAwg /
Vitejte OploaTe Valkommer T sats  Udvozoljiik

i

Microsoft Willkommen Velkemmen
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Task 2: Configure migration tools

In this step, we will initialize the AWS Application Migration Service (MGN), configure Migration
Factory and import data to the factory. We will use Application Migration Service (MGN) with
Migration Factory to migrate your servers, now let’s initialize the MGN service and create the
replication template.

Task 2.1: Initialize AWS Application Migration Service

12. At the top of the AWS Management Console, to the right of Services menu, in the search
bar, search for MGN and then choose AWS Application Migration Service from the list.

I This is the AWS console for your lab account, not your regular AWS account. If you don’t have
the AWS console open, please refer to the previous step Connect to the lab environment.

13. Choose Get started .
14. In the Set up Application Migration Service page, choose Set up service .

Close the Failed to set up Application Migration Service error message if it appears. The
services that you need for this lab have provisioned successfully.

e Every time you add a source server to Application Migration Service, its Replication settings,
Launch settings and Post-launch action settings are initialized based on default templates.
You can edit the default templates in the Settings page.

e The next step to setting up Application Migration Service is adding your source servers by
installing the AWS Replication agent on them.

15. Under ¥ Settings in the left-hand navigation menu, select Replication template and then
choose Edit .

You might have to choose the menu = icon to expand the left navigation pane.

16. On Edit replication template page, under Replication server configuration, select ¥
TargetPublic as Staging area subnet, leave everything else as default value.

The staging area subnet is the subnet within which replication servers and conversion servers
are launched. By default, Application Migration Service will use the default subnet on your AWS
Account.

17. Choose Save template button at the button of the page.

® This will spin off a t3.small EC2 instance which is the replication server used by the
Application Migration Service.
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Task 2.2: Configure Migration Factory

To accelerate a large scale migration project, a key component is establishing a “migration
factory” composed of people, tools and processes to streamline the movement of workloads
from on-premises to AWS. The migration factory teams work through a prioritized backlog of
workloads based on migration patterns identified in the portfolio discovery and planning
process. With this approach, you will quickly start to achieve the business benefits of lower
operating costs and gaining agility and scalability. In this lab, we will use AWS CloudEndure
Migration Factory Solution

e Login to the Migration factory console

18. Get the Migration Factory URL and Migration Factory UserName, Migration Factory
Password values from the left side of these instructions.

19. On the bastion host, open Google Chrome, and access Migration Factory URL from the
browser. Enter your factory username and password value from the left side of these
instructions to login:

e For Migration Factory URL, select MigrationFactoryURL.

e For Migration Factory Username, select FactoryUserName.
¢ For Migration Factory Password, select FactoryPassword.
e Choose Login .

After logging, you should see a factory home page. Now let's move to the next step to update
factory schema.

2}

Migration Factory X
Migration Factory overview

Overview of the status within the Migration Factory

¥ Overview

Dashboard Waves Applications Servers

¥ Migration Management O O O

Database

Wave

Migrated servers
Application

Server 0

Import

Export

¢ Update Migration Factory schema to add new target AWS account Id
20. On the left hand side menu, select Attributes under ¥ Administration.

21. On the Attributes Configuration page, switch to Application tab. Select AWS Account Id,
then choose Edit button.

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Database Wave

Application Server

Attributes (1 of 6)

Schema Settings

Advanced Migrating to AWS with AWS Cloud Migration Factory

m

Q 1 @
Display name v Programtic name Syst. Type « Value List
Application Id app_id Yes string
Application Name app_name Yes string
Wave Id wave_id Yes relation..

CloudEndure Project Name cloudendure_projectname Yes list project1,project2
I [« ] AWS Account Id aws_accountid | Yes list 111122223333,2222
AWS Region aws_region Yes string

»

22. On the Amend attribute page, replace Value list default account Id with AWSAccountld
value from the left side of these instructions, and choose Save .

| Please use the correct AWS Account Id value from the left side of these instructions, the Id
should be 12 digits. For example, 432143214321.

Update server list preferences to show additional columns

23. On the left hand side menu, choose Server under ¥ Migration Management, then select
Settings button (gear) on the right hand side.

Migration Factory x
Servers () [€] | e WE

* Overview Q '

Server Name Server 05 Family Server OS Version Server FQDN Last modified on Last madified by

24. Enable Migration Status and Replication Status, then choose Confirm to save the
preference.

® On this lab, we’re using Migration Factory as a centralized place to organize and track the
migration progress. The intention is to have a dashboard which can help to consolidate all the
migration information as a single source of truth.

Task 2.3: Configure source server credentials

Part of automation steps, you will need to use the admin user to connect to the source.
e Create source Linux and Windows servers users

25. On the factory console, select Credential Manager under ¥ Administration on the left
hand side menu, then choose Add button on the right hand side.

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Dashboard

S

. a 1 @

Secret name Secret Type Description Created on
pplication

Server
Import

Export

¥ Automation
Jobs

Seripts

Permissions

Attributes

Credential Manager

26. In the Create secret page configure the following:

e For Secret Type, select OS Credentials (Username/Password)

e [or Secret Name, enter 1inux-user

e [or User Name, enter user

e For Password, enter the RootPassword value from the left side of these instructions.

e For OS Type, select Linux

e Finally choose Save

A\ Make sure no space in the Secrets Name, otherwise you might get a bad credentials error.

® Optional - If you plan to migrate Wave 2 Windows server, create a Windows credential as
well:

e Choose Add button on the right hand side.

o For Secret Type, select OS Credentials (Username/Password)

e For Secret Name, enter windows-user

e [For User Name, enter Administrator

e For Password, enter the RootPassword value from the left side of these instructions.
e For OS Type, select Windows

e Finally choose Save

After that, you should see a list of credentials like below:
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Secrets (2) m
Q 1 @
Secret name Secret Type Description Created on
windows-user Windows OS Secret for Migration Factory 2/27/2022, 8:11:59 AM
linux-user Linux OS Secret for Migration Factory 2/27/2022, 8:11:45 AM

Task 2.4: Import servers to the factory

e Update server list with target instance values
I Make sure you are on the bastion host not your own laptop.

27.Open c: \Migrations\Scripts folder on the bastion host and update server-list.csv.

B vore s view

o v 4 » ThisPC » Local Disk (C:) » Migrations » Scripts »

Name Date modified Type Size

s Quick access
I Desktop

2| Documents

& Downloads

&= Pictures

post_launch 1/25/2023 7:16 PN

|| server-list.csv 4/28/2022 4:50 PM CSV File

I This PC
¥ 3D Objects
I Desktop
2| Documents
‘ Downloads
D Music

= Pictures

B Videos

i Local Disk (C:)

¥ Network

Edit server-list.csv using any preferred text editor on the bastion host.

28. Update rows 2 to 6 with the following fields using the information collected from the left side
of these instructions.

Server List Form Key | Current Value | AWS Labs dashboard key
aws_accountid 111122223333 | AWSAccountld
subnet_IDs subnet-xxxx SubnetTargetPrivate
securitygroup_IDs Sg-yyyy TargetSecurityGroup
subnet_IDs_test subnet-xxxx SubnetTargetPrivate
securitygroup_IDs_test | sg-zzzz TargetSecurityGroupTest
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e Repeatthep

® If you prefer, try find/replace the following values: 111122223333 by Target AWS Account Id
value, subnet-xxxx by SubnetTargetPrivate value, sg-yyyy by TargetSecurityGroup value and
sg-zzzz by targetSecurityGroupTest value. We use the same values for subnet_IDs and
subnet_IDs_test for the purpose of this lab. For a real migration, it is recommended to have a
subnet for the test migration environment and a subnet for the target production environment.

e Import server list to the migration factory
29. Login to the Migration Factory web console.

30. Under ¥ Migration Management select Import on the left hand side, and choose Select
file button, select the c:\Migrations\Scripts\server-list.csv file that you
updated in the previous step.

31. Choose Next.

p—

Migration Factory X == P :
e T Select import file mfo
Intake forms should be in CSV/UTF8 format and must have th

v Overview Step 2

Dashboard Download a template intake form.
¥ Migration Management Step3

Database Select file to commit

Wave

Application Intake Form

Upload your intake form to load new data into Migration Factory.

Server
[r Select file

Export A\ Nofile selected

32. Review the changes and make sure you do not see any errors (Information message is
normal), and choose Next .

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. 18



AWS Training and Certification Advanced Migrating to AWS with AWS Cloud Migration Factory

Migration Factory I © import of server.tist csv suceesstul

Review changes

Pre-upload validation
Review changes

(E) Your make form has 10nfrmations vadcin messages.
Please see able Lekow for decails cf (e valktion messages.

33. Finally, choose Upload . You should see a success message Intake file upload
completed successfully.

® Group applications in migration waves. That helps to organize the cutover window for

multiple applications. On this lab we have 2 migration waves composed by 2 Applications and 5
servers.
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Task 3. Automate migration tasks

On this task we will automate:

e Check pre-requisites

e |Install replication Agents

o Copy post launch scripts

o Verify replication status

¢ Validate Launch template

e Mark as ready for cutover

e Shutdown source

e Launch cutover instances

e Verify cutover instances status

e Test application

Task 3.1: Check MGN prerequisites

o Check MGN Prerequisites for all servers in Wave 1

34. On the Migration Factory console, choose Jobs on the left hand side menu, and then
choose Actions ¥ and select Run Automation on the right hand side.

Migration Factory x
Jobs (D)

¥ Overview Q

Job Name Last Message L Status L 55M Execution 0]

Wave

35. In the Run Automation Attributes page configure the following:
a. For Job Name, enter Check pre-requisites
b. For Automation Server, select automation-server. WORKGROUP
c. For Script Name, select 0-Check MGN Prerequisites

d. For Linux Secret, select 1inux-user
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e. For Replication Server IP, enter 52.5.16.99
f. For Wave Name, select Wave 1
g. Scroll to the bottom of the page and choose Submit Automation Job

® For this Replication Server IP, we're providing a temporary server listening on port TCP
1500 just for firewall test purpose. No need to replace the IP address for this lab. On a real
migration the IP should be the Replication server IP running in your account.

36. You will be redirected to the Job list page, the job status should be running, and you can
select refresh button after about 1 minute to see the status.

Jobs (1 of 1) Actions ¥

Q 1 &
Job Name Last Message SSM Execution ID Last modified on Last
[« ] Check prerequisites Successfully verified. 070a702e-4a5c-4e0... 2/27/2022, 2:28:04 P... serv
3
Details Log
Log

[20:29:09]
Successfully verified script

37. Finally, job will be completed. Job status should change to COMPLETE, and you can see
the details in the Log section.

Jobs (1 of 1) | c Actions ¥
Q 1 @
Job Name Last Message Status SSM Execution ID Last modified on Last
[« ] Check prerequisites All servers passed p... (@ COMPLETE 070a702e-4a5c-4e0... 2/27/2022, 2:28:04 P... serv
»
Details Log
Log

Linux server passed all Pre-requisites checks

ofbiz-db.onpremsim.env
ofbiz-web.onpremsim.env
wordpress-db.onpremsim.env
wordpress-web.onpremsim.eny

If the server failed one or more pre-requisites checks, please scroll up to check which one fail
or check the detailed error message.

The script will also update migration factory migration status attribute.

Switch to server on the left hand side, you should see the migration status Pre-requisites check
: Passed on the right hand side.
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Migration Factory X
Servers (5) c m
¥ Overview Q 1
Dashboard
Server Name v Server 05 Family Server OS Version v Server FQDN v Migration Status
¥ Migration Management
ofbiz-db.onpremsim... linux Cent0S7 ofbiz-db.onpremsim Pre-requisites check : Passed
Database
Wave afbiz-web.onpremsi... linue Cent0s7 ofbiz-web.onpremsi... Pre-requisites check : Passed
Application wordpress-db.onpr.. linwe Cent0S7 wordpress-db.onpr. Pre-requisites check : Passed
wordpress-web.onp linux Cent0S7 wordpress-web.onp Pre-requisites check : Passed
Import
windows.onpremsi... windows Windows 2019 windows.onpremsi...

Export

® There are pre-migration tasks such as installing software dependencies as Python, AWS
SSM, checking firewall connectivity, free disk space, SSH or RDP service enabled, etc... make
sure you can clear up all your migration dependencies before starting replicating servers

Task 3.2: Install replication agent

¢ Install replication agent on all servers in Wave 1

38. Same as previous step. On the Migration Factory console, choose Jobs on the left hand
side menu, and then choose Actions ¥ and select Run Automation on the right hand

side.

Migration Factory x
Jobs (10f 1) C | [[rcien]s
Rehost >
¥ Overview Q
RePlatform >
Dashboard
Job Name Last Message Status §5M ExecutionID v Last mod bdi
¥ Migration Management
o Check Prerequisites All servers passed p. @ COMPLETE 661507M-d703-412 212802022, 5:03:47 P. serviceace(
Database
Application Details Log
Server
Import
- Details
Export
¥ Automation SSM Instance ID
i03b3adadadbliedse

Scripts Job Name

39. In the Run Automation Attributes page configure the following:
a. ForJob Name, enter Install MGN Agents
b. For Automation Server, select automation-server. WORKGROUP
c. For Script Name, select 1-Install MGN Agents
d. For Linux Secret, select 1inux-user
e. For Wave Name, select Wave 1
f. Scroll to the bottom of the page and choose Submit Automation Job .

40. You will be redirected to the Job list page, the job status should be running, and you can
select refresh button after about 1 minute to see the status.
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@ Perform wave action

View Job X
Submit Automation Job action successfully.
Jobs (1 of 2) ‘ c | Actions ¥
Q 1 @
Job Name v Last Message v Status v SSM ExecutionID ¥ Last modified on ¥ Last modi
[-] Install MGN Agent Successfully packag... (® RUNNING b1716d07-8d2c-414... 2/27/2022, 3:03:11 P.. serviceacct
Check prerequisites All servers passed p.. (@ COMPLETE 070a702e-4a5¢-4e0... 2/27/2022, 2:28:04 P... serviceacct

»

Details Log

Log

[21:03:30)
Successfully packaged [1-Install MGN Agents]

The entire script might take up to 10 minutes to finish agent installation, you might not see
status update from the scripts until installation is complete

As an alternative to check real time status, you can login to AWS Console, switch to AWS
Application Migration Service. Select Source Servers on the left hand side, you should see
servers being added to the list one by one:

Application Migration| X Application Migration Service » Source servers
Service

Source servers

Source servers (2) Actions ¥

Launch history
Settings Active source servers v Q

= a R Replication Migration lifecycle « 4 lcati
AWS Migration Hub [ ource server name erts ¥ o - igration lifecycle ¥ ata replication statu:
Documentation [3

ofbi- Agent based Not read Initiat
Release Notes [ dhonpremgimeny gent base ot ready nitiating

ofbiz- N

Agent based Not ready Initiating
web.onpremsim.env

41. Finally, job will be completed. Job status should change to COMPLETE, and you can see
the details in the Log section.

Jobs (1 0f 2) | C || Actions v |
Q 1 @

Job Name A Last Message v Status v SSM ExecutionID ¢ Last modifiedon ¢ L:
Check prerequisites All servers passed pre-requis... © COMPLETE 070a702e-4a5c-4e0... 2/27/2022, 2:28:04 P... S€E

(o] I Install MGN Agent All servers have had MGN Ag... © COMPLETE I b1716d07-8d2c-414... 2/27/2022, 3:03:11 P... SE

»
Details Log
Log

*Checking Agent install results*

SUCCESS: Agent installed on server: ofbiz-db.onpremsim.env
-- SUCCESS: Agent installed on server: ofbiz-web.onpremsim.env
- SUCCESS: Agent installed on server: wordpress-db.onpremsim.env
-- SUCCESS: Agent installed on server: wordpress-web.onpremsim.env
All servers have had MGN Agents installed successfully.
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42. Migration factory should have also received status update from the script. If necessary,
refresh screen.

Migration Factory X
Servers (5) &) m

¥ Overview Q 1

Dashboard
Server Name Server QS Family Server OS Version Server FQDN Migration Status a
¥ Migration Management
windows.onpremsi.. windows ‘Windows 2019 windows.onpremsi.
Database

Waw afbiz-db.onpremsim linux Cent0s7 ofbiz-db.onpremsim Agent Install - Success

Application ofbiz-web.onpremsi. linusx. Cent0S7 ofbiz-web.onpremsi... Agent Install - Success

.
wordpress-db.onpr... linux Cent0s? wordpress-db.onpr... Agent Install - Success

Import

Export wordpress-web.onp. linux Centas7 wordpress-web.onp. Agent Install - Success

¢ Right after installing Replication agents, the replication will start immediately.

Batch Replication agent installation aligned with the migration waves. Automate agent
installation and give enough time in advance for the servers to finish the initial replication.

Task 3.3: Copy post launch script to all Servers

A\ Please wait for MGN agent installation script in the previous step to complete installation
before pushing post launch scripts (Data Replication might still in progress, which is Ok).
Because the script need to grant permission to MGN service account, it will fail if the service
account does not exist.

This task will copy the post launch scripts to the destination folder on Linux. The post launch
script used on this lab will update DNS server to resolve the new IP once the servers are
migrated (Source CIDR is 192.168.0.0/24 and Target AWS CIDR will be 10.0.1.0/24).

MGN will trigger all the scripts located in the folder /boot/post_launch during the launching
process.

43. Open the post launch scripts folder C: \migrations\Scripts\post_launch, make sure
the test scripts exist.

: ¥ | post_launch - O X
“ Home Share View @
&« v N <« Scripts » post_laun... v Search post_launch ye
cfn o Name Date modified
EFI _| dnsupdate.sh 10/20/2019 8:16 PM
v Migration
Scripts
PerfLogs
Program Files
N - < >

1 item =z| =
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44. Same as previous step. On the Migration Factory console, choose Jobs on the left hand
side menu, and then choose Actions ¥ and select Run Automation on the right hand
side.

Migration Factol X

= Rehost >
v Overview Q

RePlatform >

Dashboard

Last Message Status SSM Execution ID Last modifig

¥ Migration Management

¥ Automation

45, In the Ruh‘;utomation Attributes page configure the following:

e For Job Name, enter Copy Post Launch Scripts

e For Automation Server, select automation-server. WORKGROUP

e For Script Name, select 1-Copy Post Launch Scripts

e For Linux Secret, select 1inux-user

e For Linux source location, enter C: \migrations\Scripts\post_launch
e For Wave Name, select Wave 1

e Scroll to the bottom of the page and choose Submit Automation Job

46. You will be redirected to the Job list page, the job status should be running, and you can
select refresh button after about 1 minute to see the status.

Jobs (1 of 3) [&] Actions ¥
Q 1 @
Job Name < Last Message 4 Status v SSM ExecutionID ¥ Last modified on ¥ Last modi
[« ] Copy Post launch sc... Successfully packag... (@ RUNNING 88d7fbf6-fa0a-45¢4-... 2/27/2022, 3:29:21 P... serviceacce
Install MGN Agent All servers have had.. @ COMPLETE b1716d07-8d2c-414... 2/27/2022, 3:03:11 P.. serviceacct
Check prerequisites All servers passed p... COMPLETE 070a702e-4a5c-4e0... 2/27/2022, 2:28:04 P... serviceacct
v
Details Log
Log
[21:29:31]

Successfully packaged [1-Copy Post Launch Scripts]

47. Finally, job will be completed. Job status should change to COMPLETE, and you can see
the details in the Log section.
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Jobs (1 of 3) C Actions ¥
Q 1 @
Job Name v Last Message Status SSM ExecutionID ¥ Last modifiedon & Last mi
Install MGN Agent All servers have had M... @ COMPLETE b1716d07-8d2c-414... 2/27/2022, 3:03:11 P. service:
o] I Copy Post launch sc... All servers have had sc... © COMPLETE l 88d7fbf6-f90a-45c4-... 2/27/2022, 3:29:21 P... service:

Details Log

Log

»

*Copying files to post_launch folder*

Task completed for server: ofbiz-db.onpremsim.env

Task completed for server: ofbiz-web.onpremsim.env

Task completed for server: wordpress-db.onpremsim.env
Task completed for server: wordpress-web.onpremsim.env
All servers have had scripts copied successfull

® Post launch script can be very helpful to automate cutover tasks as for e.g. renaming
computers, updating DNS records, joining AD domains, installing or removing software, etc.

Task 3.4: Verify replication status

This task will verify the replication status for all servers in all MGN AWS accounts in a specific
wave. Executing the following script will return an output on the log screen and update the
replication status attribute in the migration factory as well. The expected replication status must
be Healthy before launching servers for testing or cutover.

48. On the Migration Factory console, choose Jobs on the left hand side menu, and then
choose Actions ¥ and select Run Automation on the right hand side.

Migration Factory x

Jobs (1 of 3)
¥ Overview Q
Dashboard
Job Name v LastMessage v
¥ Migration Management
©  CopyPostlaunchsc.. All servers have had...

Database

Install MGN Agent All servers have had...

Wave
Application Check prerequisites All servers passed p...
Server

Details Log
Export

¥ Automation

Details

Seripts
SSM Instance |

l¢] Actions &
Rehost O
RePlatform >
v SSMExecutionId ¥  Lastmod pd
BBATfbIG-F0a-45cd- . 2/27/2022, 3:2921 P. serviceact

b1716d07-8d2c-414, serviceac

070a702e-4a5¢-d&0. 2/27/2022, 2:28:04 P.. servicean

)

49. In the Run Automation Attributes page configure the following:

a. ForJob Name, enter verify replication status

b. For Automation Server, select automation-server. WORKGROUP

c. For Script Name, select 2-Verify Replication Status

d. For Wave Name, select Wave 1

e. Scroll to the bottom of the page and choose Submit Automation Job
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The replication might take up to 30 minutes to complete, you might not see status update from
the scripts until the replication is complete.The replication status for each server might be
different. For example, status Initial sync means server has not finished initial replication,
Initiating - (detailed stage) means the initial sync is preparing and has not started.

® As an alternative to check real time status, you can login to AWS Console, switch to AWS
Application Migration Service. Select Source Servers on the left hand side, you should see the
real time replication status, you need to wait for all servers to change to Healthy:

L @ N. Virginia ¥

Application Migration X Application Migration Service > Source servers
Service
Source servers (4) Actions ¥

Launch history

Settings Active source servers v q
Source server & Replicati

AWS Migration Hub [ Alerts @ epiication Migration lifecycle ¥ Data replication status
name type

Documentation [

elease Notes [2 ofbiz- )

Release Notes [ Agent based Ready for testing Healthy
db.onpremsim.env
ofbiz Agent based Ready for test Health

ent base eady for testin ea
web.onpremsim.env 9 ¥ 9 Y
wordpress Agent based Ready for testin Health:
:  testir
db.onpremsim.env 9 ’ 9 4
Agent based Ready for testin Health

web.onpremsim.env ger eady for testing d

50. Finally, job will be completed. Job status should change to COMPLETE, and you can see
the details in the Log section.

Jobs (1 of 4) C ‘ Actions ¥
Q 1 @

Job Name A Last Message Status SSM Execution ID Last modifi
Install MGN Agent All servers have had MGN .. © COMPLETE b1716d07-8d2c-4141-9479.. 2/27/2022, :

(o] Verify Replication Status All servers have had replic © COMPLETE 03c60503-3760-4c3f-a38e-... 2/27/2022, =

»
Details Log
Log

#### Replication Status for Account: 217378297630, region: us-east-1 ####

Server ofbiz-db.onpremsim.env replication status: Healthy
Server ofbiz-web.onpremsim.env replication status: Healthy
Server wordpress-db.onpremsim.env replication status: Healthy

Server wordpress-web.onpremsim.env replication status: Healthy

servers have had replication completed successtully.
51. Migration factory should have also received status update from the script. If necessary,
refresh screen.
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Migration Factory X

Servers ( C m C]
v Overview Q 1 @
Dashboard
Server OS Family Server OS Version Server FQDN Migration Status Replication Status
¥ Migration Management
linux Cent0S?7 ofbiz-db.onpremsim. Healthy
[ Cent0S7 Healthy
Applicatior indow: indows 20
: .
Cent0S7 Agent Install - Succe. Healthy
Import
e wordpress-web.onp linux Cent0s? wordpress-web.onp. Agent Install - Succe Healthy

A It might take up to 30 minutes to replicate all servers, especially the last stage Creating
Snapshot. You can proceed with 5-Validate Launch Template while waiting for the replication.
But DO NOT shutdown the source servers.

Task 3.5: Validate Launch template

¢ Validate launch templates for all servers in Wave 1

This task will validate the launch templates that will be used when instances are started in AWS.
This will check that the supplied subnets, security groups, and other settings are correct.

52. On the Migration Factory console, select Wave on the left hand side menu.

53. Select Wave 1, and choose Actions ¥ then select Rehost and finally select MGN .

Migration Factory X

Waves (1 of 2) [&] a Edit Delete m
¥ Overview Q 1
RePlatform »  CloudEndure
Dashboard
-] Wave Name v Last modified on Run Automation AMS
¥ Migration Management
Wave 1 2/27/2022, 1:21:43PM serviceaccount@yourdomain.com
Database
Wave 2 2027/2022,1:21:44 PM serviceaccount@yourd
Application
orver Details Servers Applications Jobs All attributes
Import
Export "
e Details

54. In the MGN Attributes page configure the following:
a. For Action, select Validate Launch Template

b. For Wave Name, select Wave 1

e

For Applications, select All
d. Choose Submit.

e After some time the validation will return a successful result.
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® Perform wave action

SUCCESS: Launch templates validated for all servers in this Wave

Waves (1 of 2)

Q
—| Wave Name v Last modifi
Wave 1 3/12/2022, .
Wave 2 3/12/2022, .
Details Servers Applications Jobs All attributes

Task 3.6: Mark as ready for cutover

A Please wait for MGN replication to finish before working on this step. Make sure replication
status is Healthy for all servers. Replication may need 20 - 30 minutes to complete.

55. On the Migration Factory console, select Wave on the left hand side menu.

56. Select Wave 1, and choose Actions ¥ then select Rehost and finally select MGN .

Migration Factory x

Waves (1 of 2) c & Edit Delete Add
¥ Overview Q 1
RePlatform »  CloudEndure
Dashboard
= Wave Name v Last modified on Run Automation AMS
¥ Migration Management
Wave 1 2/27/2022, 1:21:43 PM serviceaccount@yourdomain.com
Database
Wave 2 212702022, 1:21:44 PM serviceaccount@yourdomain com

Application

Server Details Servers Applications Jobs Al attributes

Import

Export Details

57. In the MGN Attributes page configure the following:
a. For Action, select Mark as Ready for Cutover
b. For Wave Name, select Wave 1
c. For Applications, select All
d. Choose Submit .

e After some time the mark as ready for cutover will return a successful result.
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SUCCESS: Mark as Ready for Cutover for all servers in this Wave

Waves (1 of 2)

Q
] Wave Name v Last modil
Wave 1 3/12/2022,
Wave 2 3/12/2022,
Details Servers Applications Jobs All attributes

Task 3.7: Shutdown Source

e Shutdown all servers in Wave 1

A\ Please wait for MGN replication to finish before shutting down the servers. Make sure
replication status is Healthy for all servers. Replication may need 30 minutes to complete.

This task will shut down the source servers before cutover. We want to make sure that client is
not able to connect to the source server during cutover to ensure data consistency.

58. Make sure replication status is Healthy for all servers.

Migration Factory X

Servers (5)

v Overview Q
Dashboard
Server Name
v Migration Management
ofbiz-db.onpremsim. linux
Database

Wave ofbiz-web.onpremsi. linux

Application

Import

wordpress-web,on linux
Export HESEARNONG Y

Server OS Family ¥

Server OS Version ¥

Cent0S?7

Cent0S7

Windows 2019

Cent0S7

Cent0S7

5] [
®

1

Server FQDN Migration Status v | Replication Status o

ofbiz-db.onpremsim. Agent Install - Succe. Healthy
ofbiz-web.onpremsi Agent Install - Succe. Healthy
windows.onpremsi

wordpress-db.onpr. Agent Install - Succe. Healthy

wordpress-web.onp. Agent Install - Succe. Healthy

59. On the Migration Factory console, choose Jobs on the left hand side menu, and then
choose Actions ¥ and select Run Automation on the right hand side.
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Migration Factory X
Jobs & ==k
Rehost >
¥ Overview Q
RePlatform >
Dashboard
¥ Migration Management
Verify Replication St Al servers have had @ COMPLETE 03¢60503-3760-4C3f, 202702022, 33917 P, senviceaccol
Database
Wave Copy Post launch sc. Al servers have had @ COMPLETE 88761903454 202712022, 32921 P, serviceaccol
Application Install MGN Agent All servers have had... @ COMPLETE b171607-8d2¢-414.. 2/27/2022, 30311 P. serviceaccor
Server
Check prerequisites All servers passed p. @ COMPLETE 070a702e-4a5¢-4e0. 202712022, 228:04P, serviceaccor

Export

¥ Automation

Scripts

60. In the Run Automation Attributes page configure the following:
a. For Job Name, enter Shutdown All Servers
b. For Automation Server, select automation-server. WORKGROUP
c. For Script Name, select 3-Shutdown All Servers
d. For Linux Secret, select linux-user
e. For Wave Name, select Wave 1
f. Scroll to the bottom of the page and choose Submit Automation Job

61. You will be redirected to the Job list page, the job status should be running, and you can
select refresh button after about 1 minute to see the status.

Jobs (1 of 5) (&) | Actions ¥

Q 1 @
Job Name v Last Message v Status v S5M ExecutionID ¥ Last modifiedon ¥ Last moc¢
o Successfully packag... © RUNNING d54fbbd3-311a-46e 2/27/2022, 4:12:04 P, serviceac
Verify Replication St... All servers have had... & COMPLETE 03c60503-3760-4¢3... 2/27/2022, 3:39:17 P... serviceac
Copy Post launch sc... All servers have had.. (& COMPLETE 88d7fbfe-fa0a-45c4-... 2/27/2022, 3:29:21 P... serviceac
Install MGN Agent All servers have had... (@ COMPLETE b1716d07-8d2c-414... 2/27/2022, 3:03:11 P... serviceac
Check prerequisites All servers passed p... (&) COMPLETE 070a702e-4a5c-4e0.. 2/27/2022, 2:28:04 P... serviceac
Details Log
Log
[22:12:14]

Successfully packaged [3-Shutdown All Servers]

62. Finally, job will be completed. Job status should change to COMPLETE, and you can see
the details in the Log section.
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Jobs (1 of 5) C Actions ¥
Q 1 @
Job Name A Last Message v Status SSM ExecutionID v Last modifiedon v Last modi
(] Shutdown All Servers All servers have had... @ COMPLETE d54fbbd3-311a-46e 2/27/2022, 4:12:04 P... serviceacc(
Verify Replication St. All servers have had © COMPLETE 03c60503-3760-4¢3f. 2/27/2022, 3:39:17 P, serviceaccc
»
Details Log
Log
*rrrrEEaE Frrran SU——- S -

*Shutting down Linux servers*
e —— -

Shutdown successful on ofbiz-db.onpremsim.env
Shutdown successful on ofbiz-web.onpremsim.env
Shutdown successful on wordpress-db.onpremsim.env

Shutdown successful on wordpress-web.onpremsim.env
All servers have had shutdown completed successfully.

® Shutdown the server before cutover. Make sure that client is not able to connect to the
source server during cutover to ensure data consistency. After shutting down the source
servers, the status of source servers on AWS Application Migration Service console will
change to stalled. This is normal because source server is no longer connecting to replication
server, we want to stop the transaction on the source before cutover.

Task 3.8: Launch cutover instances

The following tasks will migrate all the servers in Wave 1 and apply the Cutover subnet and
security groups specified in the intake form.

63. On the Migration Factory console, select Wave on the left hand side menu.

64. Select Wave 1, and choose Actions ¥ then select Rehost and finally select MGN .

Migration Factory X

Waves (1 of 2) [&] A Edit Delete m
 Overview Q 1
RePlatform »  CloudEndure
Dashboard
-] Wave Name v Last modified on Run Automation AMS
¥ Migration Management
Wave 1 2/27/2022, 1:21:43 PM serviceaccount@yourdomain.com
Database
Wave 2 202742022, 1:21:44 PM serviceaccount@yourdomain com
Application
corver Details Servers Applications Jobs All artributes
Import
Export "
et Details

65. In the MGN Attributes page configure the following:
a. For Action, select Launch Cutover Instances
b. For Wave Name, select Wave 1
c. For Applications, select All

d. Choose Submit to initiate the launch of the instances into the Target subnets and
security groups.

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. 32



AWS Training and Certification Advanced Migrating to AWS with AWS Cloud Migration Factory

o After sometime the launch will return a success message.

@ Perform wave action

SUCCESS: Launch Cutover Instances was completed for all servers in this Wave

Waves (1 of 2)

Q
(-] Wave Name v Last modified on
Wave 1 3/12/2022, 5:23:28 PM
Wave 2 3/12/2022, 5:23:29 PM
Details Servers Applications Jobs All attributes

66. The status of the servers will be updated in Migration Factory. The current migration status
should be listed on the screen and show Cutover instance launched.

Migration Factory x

Servers (5) C
¥ Overview Q
Dashboard
Server Name v  ServerOSFamily v  ServerOSVersion v  Server FQDN v Migration Status
¥ Migration Management
ofbiz-db.onpremsim... linux Cent0S7 ofbiz-db.onpremsim.. Cutover instance launched
Database
Wave ofbiz-web onpremsi. linux Cent0S7 ofbiz-web.onpremsi, Cutover instance launched
Application windows.onpremsi. windows Windows 2019 windows.onpremsi
wordpress-db.onpr... linux CentQs7 wordpress-db.onpr. Cutover instance launched
Impart
Export wordpress-web.onp... linux Cent0S7 wordpress-web.onp... Cutover instance launched

4

Task 3.9: Verify Cutover Instances Status

Amazon EC2 servers have a control system to determine if the OS is running and responsive.
That’s called Instance Status Check. The following script can be used to determine if all servers
that have been converted to EC2 successfully and have booted and are responsive.

67. On the Migration Factory console, choose Jobs on the left hand side menu, and then
choose Actions ¥ and select Run Automation on the right hand side.
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Migration Factory X

Jobs 5 G
Rehost >
v Overview Q
RePlatform >
Dashboard
Job Name L Last Message v Status SSM ExecutionID < Last modifig ifie
Shutdown All Servers All servers have had... (@ COMPLETE d54fbbd3-311a-46e... 2/27/2022, 41204 P... serviceaccou
Verify Replication St... COMPLETE 03c60503-3760-4¢31... serviceaccou
Copy Post launch s IMPLETE 88071bf6 F300-4504 22772022 329:21 P. serviceaccou
N Install MGN Agent COMPLETE b1716d07-8d2c-414. 202 30311 P, serviceaccou
Imp
Check prerequisites COMPLETE 070a702e-da5c-deD. 22742022, 22804 P. serviceaccou

Expart

¥ Automation

68. In the Run Automation Attributes page configure the following:
a. For Job Name, enter verify Instance Status
b. For Automation Server, select automation-server. WORKGROUP
c. For Script Name, select 3-Verify Instance Status
d. For Wave Name, select Wave 1

e. Choose Submit Automation Job .

69. You will be redirected to the Job list page, the job status should be running, and you can
select refresh button after about 1 minute to see the status.

—
Jobs (1 of 6) C Actions ¥
Q 1 @
Job Name A Last Message v Status SSM ExecutionID v Last modifiedon ¥ Last modi
Shutdown All Servers All servers have had. d54fbbd3-311a-46e. 2/27/2022, 412:04 P... serviceacc
o Verify Instance Status| Successfully packag.. 838973f3-912c-416f... 2/27/2022, 4:26:53 P.. serviceacce
Verify Replication St... All servers have had.. 03¢60503-3760-4¢3f... 2/27/2022, 3:39:17 P... serviceacc
»
Details Log
Log
[22:27:10)

Successfully packaged [3-Verify Instance Status]

¢ As an alternative to check real time status, you can login to AWS Console, switch to AWS
Application Migration Service. Select Launch History on the left hand side, you can see the
real time job status, you need to wait for the status to change to Completed:

® 4 ® Nvignav

@ Resource Groups & Tag Editor

Application Migration X

Application Migration Service Launch history
Service
so Launch history (1)
Q
Settings
Job ID v Job type ¥ Initiated by v Status v Servers v Start time |V
AWS Migration Hub [5
= Igration Hub, Launch cutover 8 minutes
Launch Started 4
instances ago
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® The Target instance might take up to 30 minutes to complete conversion and change the
status to 2/2 Passed, you might not see status update from the scripts until the replication is
complete. If the job failed with do not have a target instance, wait for 5 minutes and try again.
This error means MGN job is still in progress, target instance hasn’t been created yet.

Jobs (1 of 6)
Q
Job Name A Last Message v Status
[« ] Verify Instance Status [22:29:55] @ FAILED
Verify Replication St All servers have had... © COMPLETE
Details Log
Log

- The following source servers do not have a target instance -

ofbiz-db.onpremsim.env
ofbiz-web.onpremsim.env
wordpress-db.onpremsim.env
wordpress-web.onpremsim.env

SSM ExecutionID ¥

838973f3-912c-416f...

03c60503-3760-4c3f...

C |

Last modified on
2/27/2022, 4:26:53 P.

2/27/2022, 3:39:17 P.

Actions ¥
1 @
Last modi
X serviceacct
serviceacct

»

70. Finally, job will be completed. Job status should change to COMPLETE, and you can see

the details in the Log section.

Jobs (1 of 9)
Q
Job Name v Last Message v
o All servers have had.
=
Details Log
Log

- The following instances PASSED 2/2 status checks -
ofbiz-db.onpremsim.env
ofbiz-web.onpremsim.env

wordpress-db.onpremsim.env
wordpress-web.onpremsim.env

Status v

(@ COMPLETE

SSM ExecutionID ¥

6015422d-a113-42c..

c |

Actions ¥

1 @

Last modifiedon & Last modi

2/27/2022, 5:22:33 P... serviceacct

3

71. Migration factory should have also received status update from the script. If necessary,

refresh screen.

Dashboard

Servers (5)
¥ Migration Management
Database Q
Wave
Server Name

Application

windows.onprems

Import ofbiz-db.onpremsim..

Export

ofbizweb.onpremsi..

¥ Automation
wordpress-db.onpr.

Jobs

wordpress-web.cnp.

Seripts
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Server OS Family v
windows

linux

linux

linux

linux

Server OS5 Version v

Windows 2019

Cent0s?

Cent0S7

Cent0S7

Cent0s?

Server FQDN
windows.onpremsi
ofbiz-db.onpremsim..
ofbizweb.onpremsi..
wordpress-db.onpr.

wordpress-web.onp.

Migration Status 3

2/2 status checks ; Passed
2/2 status checks : Passed
2/2 status checks : Passed

2/2 status checks ; Passed
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Task 3.10: Test Application

72. Test the applications post migration. Open the following URL using Chrome from the bastion
host.

Application | URL

Wordpress | http://wordpress-web.onpremsim.env/

OFBiz ERP | https://ofbiz-web.onpremsim.env:8443/accounting

e This is a simple test, just check if both application webpages show up.

73. Open CMD.EXE (Windows Command Prompt) and ping all the servers below. Please
notice they are located now in the target cloud VPC using the CIDR 10.0.1.0/24

Hosthame

wordpress-web

wordpress-db

ofbiz-web

ofbiz-db

e If any of the apps does not work, and you are still getting 192.168.1.x IP address, this is
usually because the post launch script not executed successfully. To fix this, use the
following steps:

Do the following 4 steps only if the app does not work and IP address is still 192.168.1.x
e Goto EC2 console, find the new 10.0.1.X IP address for the problematic instance.
e SSH to the target instance using Putty on the desktop.

e Login to the target instance with the same Linux user name and password.

Username | Password

user AWSmid23

¢ Run the following command to update DNS server:

#!/bin/sh

ADDR="hostname -I°

HOST="hostname"

sudo touch /tmp/nsupdate.txt

sudo chmod 666 /tmp/nsupdate.txt

echo "server dns.onpremsim.env" > /tmp/nsupdate.txt

echo "update delete $HOST A" >> /tmp/nsupdate.txt

echo "update add $HOST 86400 A $ADDR" >> /tmp/nsupdate.txt
echo "update delete $HOST PTR" >> /tmp/nsupdate.txt
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echo "update add $HOST 86400 PTR $ADDR" >> /tmp/nsupdate.txt
echo "send" >> /tmp/nsupdate.txt
sudo nsupdate /tmp/nsupdate.txt

CONGRATULATIONS!

At this point, you have successfully completed all the standard steps in this lab.

End lab

Follow these steps to close the console and end your lab.
74. Return to the AWS Management Console.
75. At the upper-right corner of the page, choose AWSLabsUser, and then choose Sign out.

76. Choose End lab and then confirm that you want to end your lab.

Additional Resources

e For more information about how to use Cloud Migration Factory on AWS, see Cloud
Migration Factory on AWS Documentation.
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Connect to your Windows instance using RDP

Copy the BastionInstance value from the left side of these instructions.
To the left of the instructions you are currently reading, choose Download PEM.
Save the file to the directory of your choice.

Open the Amazon EC2 console

In the navigation pane, select Instances. Select the BastionInstance instance and then
choose Connect.

On the Connect to instance page, choose the RDP client tab, and then choose Get
password.

Choose Browse and navigate to the private key (.pem) file you created earlier. Select the
file and choose Open to copy the entire contents of the file to this window.

Choose Decrypt Password. The console displays the default administrator password for
the instance under Password, replacing the Get password link shown previously. Save the
password in a safe place. This password is required to connect to the instance.

For your RDP client, use the following details to connect:

Bastion Host IP: Enter the BastionRDP value from the left side of these instructions.
Username: Enter Administrator.

Password: Copy and paste the password that you saved previously.

Return to the instructions
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For more information about AWS Training and Certification, see
https://aws.amazon.com/training/.

Your feedback is welcome and appreciated.
If you would like to share any feedback, suggestions, or corrections, please provide the details
in our AWS Training and Certification Contact Form.
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Refactoring Legacy Apps to Microservices using
AWS Migration Hub Refactor Spaces

© 2023 Amazon Web Services, Inc. or its affiliates. All rights reserved. This work may not be
reproduced or redistributed, in whole or in part, without prior written permission from Amazon
Web Services, Inc. Commercial copying, lending, or selling is prohibited. All trademarks are the
property of their owners.

Note: Do not include any personal, identifying, or confidential information into the lab
environment. Information entered may be visible to others.

Corrections, feedback, or other questions? Contact us at AWS Training and Certification.

Lab Overview

This lab demonstrates the process of moving from a monolithic architecture to a microservice
architecture. You will explore an existing monolithic application named Unishop and deploy its
shopping cart functionality as separate microservices. You'll use AWS Migration Hub Refactor
Spaces to facilitate this incremental transition.

Objectives

After completing this lab, you will be able to:
e Objective 1: Explore the monolithic application.

¢ Obijective 2: Use AWS Migration Hub Refactor Spaces to create a refactor environment and
define traffic routing.

¢ Obijective 3: Leverage Microservices architecture.
o Use Amazon DynamoDB for storing and accessing shopping cart information.
o Use AWS Lambda as compute resource for accessing and manipulating the shopping

cart.

Prerequisites

This lab requires:

e Access to a computer with Microsoft Windows, Mac OS X, or Linux (Ubuntu, SuSE, or Red
Hat).
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¢ A modern internet browser such as Chrome or Firefox.
e Be familiar with the AWS console.

e Be familiar with AWS Migration Hub.

Duration

This lab requires approximately 90 minutes to complete.

Scenario

% % QJ(/MMMA; g?wr Products ™ Cart (1) @ Logout

Products All Horns Rides Accessories ~ Stickers Sale! Search

UnicornPartyDress

UnicornGlitter

UnicornBeddings

Unishop is THE one-stop-shop for all your Unicorn needs. You can find the best Unicorn
selection online at the Unishop and get your Unicorn delivered in less than 24 hours! Its current

monolithic architectecture makes it difficult to grow with business expansion. The CTO would
like to explore migrating the Unishop to a microservice architecture using the strangler pattern.

AWS Migration Hub Refactor Spaces

You'll use the AWS Migration Hub Refactor Spaces to facilitate incremental transition to a
microservices-based architecture. Using Refactor Spaces, you can focus on the refactor of
their applications, and not the creation and management of the underlying infrastructure.

Refactor Spaces creates a network fabric so that an existing application and new
microservices can communicate directly across different AWS accounts. This lab is conducted
in a single account, but Refactor Spaces simplifies incrementally refactoring using multiple
AWS accounts. It does this by orchestrating the following infrastructure/services:
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e Transit Gateway and VPCs to bridge networking across accounts to simplify old and new
services communications.

o API Gateway and VPC Link for external API access to transparently add new services and
incrementally route traffic from old to new.

Architecture

The AS-IS architecture leverages a single VPC where an EC2 instance resides within a single
availability zone. Likewise, the RDS instance reside within a single availability zone.

F Region
i Public Private subnet
! subnet
: LLLLl
8 % =1 Inventory I Amazon
- > - Users RDS
; H >
& hitp:fexample.com | ’: Unicorns = @
Users Amazon 3 TTTT1

The TO-BE architecture uses Refactor Spaces. Your goal is to use Refactor Spaces to
modify the route for shopping cart to a new microservice.

EDE AWS Cloud

Public Private subnet
subnet
11110
- IAmzznn
> Users 3| RDS
Unicoms [~ |
o
&)

Network. AWS Transit
> @ 3 E i
basket

Load Balancer|  Gateway
lambda Amazon |

DynamoDB |

Inventory

-
http:flexample.com

Users iAmazon S3 Amazon AP
H Galeway

As a best practice, the Refactor Spaces infrastructure and the microservices are deployed into
their own account as follows (see Refactor Spaces documentation how to share with other
accounts ). However, you'll implement a simpler architecture using single account for this lab.
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Icon key

Various icons are used throughout this lab to call attention to different types of instructions and
notes. The following list explains the purpose for each icon:

Command: A command that you must run.

Expected output: A sample output that you can use to verify the output of a command or
edited file.

Note: A hint, tip, or important guidance.
® Additional information: Where to find more information.

I Caution: Information of special interest or importance (not so important to cause problems
with the equipment or data if you miss it, but it could result in the need to repeat certain
steps).

A WARNING: An action that is irreversible and could potentially impact the failure of a
command or process (including warnings about configurations that cannot be changed after
they are made).
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Start lab

1. To launch the lab, at the top of the page, choose Start lab.

® You must wait for the provisioned AWS services to be ready before you can continue.

2. To open the lab, choose Open Console.

You are automatically signed in to the AWS Management Console in a new web browser tab.

A Do not change the Region unless instructed.

Common sign-in errors

Error: You must first sign out

Amazon Web Services Sign In

You must first log out before logging into a different AWS account.

To logou,

If you see the message, You must first log out before logging into a different AWS
account:

e Choose the click here link.

o Close your Amazon Web Services Sign In web browser tab and return to your initial lab
page.

e Choose Open Console again.

Error: Choosing Start Lab has no effect

In some cases, certain pop-up or script blocker web browser extensions might prevent the Start
Lab button from working as intended. If you experience an issue starting the lab:

¢ Add the lab domain name to your pop-up or script blocker's allow list or turn it off.

o Refresh the page and try again.
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Task 1: Monolith

In this task, your goal is to explore the Unishop legacy application.

EUH AWS Cloud

Public Private subnet

subnet
LLLLI

8 % =1 Inventory
. » » Users
. 1 L =
& hitp://example.com 1 : Unicorns

Users Amazon 53 TTTIT1

Amazon

RDS @

LILE LA

The application is a Spring Boot Java application using bootstrap. The frontend website is
hosted using Amazon S3 static web hosting. The backend app is deployed on a single EC2
instance connected to a MySQL database.

® This is not the ideal infrastructure architecture for running highly available production
applications but suffices for the purposes of this lab. Also note that the EC2 security groups is
configured as “open to the world”, and the Database security group is only open to the EC2
instance.

Task 1.1: Verify Backend

Goal

e Get the backend application URL.
e Verify response.
3. Copy the PublicDNS values from the left side of these instructions.

4. This is the DNS name for the EC2 instance that is running your Unishop application. You
will use that DNS name for configuring Refactor Spaces and API Gateway so take a note of
this DNS value.

5. Invoke the Unishop backend application. Open a browser and paste the PublicDNS value
with path /unicorns appended (e.g. http://ec2-XXX-XXX-XXX-XXX.compute-
1.amazonaws.com/unicorns ). Alternatively, you can use curl command using a command
line.

Use HTTP (not HTTPS) for this GET call and don't forget to add /unicorns at the end of the
copied URL.

You should see a response similar to the below image:
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JSON Raw Data  Headers
Save Copy Pretty Print

[{"uuid":"5@cefaS5A-B971-11ec-al7c-863a852cc598", "name” : "UnicornFloat", "description”: "Big Unicorn Float! Giant Glitter Unicorn Pool
Floaty”,"price”:100.8,"image": "UnicornFloat"},{ uuid": "50cfd553-0971-11ec-al7c-863a852cc598", "name " : "UnicornHipHop”, "description”: "Rainbow
Hip Hop Unicorn With Sunglasses Kids Tshirt","price”:180.e,"image":"UnicornHipHop"},{"uuid": "5@debde3-8971-1lec-
al7c-863a852¢c598" , "name™ : "UnicornPartyDress”, "description”: "Girls Unicorn Party Dress - Tutu Pastel Rainbow Princess
Power!","price":18@.8,"image": "UnicornPartyDress"}, {"uuid": "5@d1bl6e-8971-11ec-

UnicornGlitter”,"descriptio "Unicorn Glitter Backpack - Shop for Unique Unicorn Gifts for
Girls!","price":180.9,"image":"UnicornGlitter"},{"uuid":"50d29278-8971-11ec-

al7c-8632852cc596", “name” : "UnicornBeddings”, "description”: "Rainbow Unicorn Bedding Set - The Perfect Kids or Adults Unicorn Duvet
Set”,"price”:10@.8,"image":"UnicornBeddings"},{"uuid":"506d388e1-8971-11ec-al7c-@63a852cc598", "name" : "UnicornPink”, "description™: "Pretty
Pink Baby Unicorn Summer Party Dress®,"price”:10@.8,"image”:"UnicornPink"},{"uuid":"58d46dd1-0971-11ec-
al7¢-063a852¢c598", "name” : "UnicornBackpack”, "description”:"Top Rated Classy Unicorn Backpack - Kawaii School

Bag","price":160.8,"image": "UnicornBackpack"}, { "uui
al7c-063a852cc598", "name” : "UnicornBlanket”, "description”: "Superfun Bestselling Unicorn Hooded

Blanket", "price":168.8, "image": "UnicornBlanket"},{"uuid": "50d64f1a-8971-11lec-al7c-063a852cc590", "name” : "UnicornCool”, "description” : "Cool
Dabbing Unicorn Mens Hip-hop Shirts","price":100.8,"image":"UnicornCool"}, {"uuid":"58d72d13-8971-11ec-
al7c-963a852cc590", "name” : "UnicornFluffy", "description”:"Stylish Fluffy Unicorn Slippers”,”price":108.8,"image”:"UnicornFluffy"}]

al7c-0863a852cc598", "name

)d57b5b-8971-11ec-

Now that you have the backend (Java Spring Boot application) verified, let's check the frontend
using S3 static website hosting.

Task 1.2: Verify Frontend

Goal

e Get the website URL.
e Register using email address.
¢ Add items to shopping cart and see UUID that identifies user.

The frontend website is hosted using Amazon S3 static web hosting. It is a simple yet powerful
hosting solution which auto-scales and meets growing needs automatically.

6. Get the WebsiteURL values from the left side of these instructions.

7. Open a browser and paste the WebsiteURL value (e.g. http://XXXXX-XXXXX-XXXXX-Uibucket-
XXXXX.S3-website-us-east-1.amazonaws.com ).

You should see the Unishop landing page with Unicorns displayed:
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% % %wm, g?wr Products ™ Cart (1) @ Logout

Products All Horns Rides Accessories ~ Stickers Sale! Search

UnicornFlaot UnicornPartyDress

UnicornGlitter

8. Sign up yourself as user.

9. Register yourself into the application. You just need to provide an e-mail (doesn't need to be
valid email). Remember this email as you will use it later in this lab.

10. Check the output in your browser’s developer console.

® You can use your browser developer console as a tool to troubleshoot your actions during
this lab (mainly around CORS origin issues). To open the developer console in Google Chrome,
open the Chrome Menu in the upper-right-hand corner of the browser window and select More
Tools > Developer Tools. You can also use Option + 38 + J (on macOS), or Shift + CTRL + J
(on Windows/Linux) or check your browser's specific instructions.

You will get something like:

{ uuid: "£031lel24-f75a-4112-1234-78abbcc9d070", email: "<provided email>" } "User
Signed Up"

Take note of this UUID as this is going to identify this user and its basket.

11. Log in into the application. You just need to provide the registered email. Check to make
sure that the message [] "Got the cart" appears in console.

12. Add/remove items to your shopping cart. Check the outputs in the browser’s console. Note
that you can only add one of each item.

Review

Now that you've successfully verified Unishop monolithic application, you're ready for
microservice architecture.
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The current Unishop application has 5 Controllers that uses 3 Tables in the RDS MySQL
database:

Controllers

e CoreController

o BasketController: basket management

e UnicornController: inventory management

e UserController: user management, registration, login

o HealthController: performs basic health checks

Tables

e unicorns: holds the inventory of Unicorns

e unicorn_basket: an association table between the Unicorns and the user's selection
e unicorn_user: represents the users in the system

Our goal is to deploy a new microservice that can replace the BasketController functionality of
the legacy app along with the unicorn_basket table it uses. The microservice will be
implemented using AWS Lambda and DynamoDB as database.

In order to apply the Stranger Fig pattern, you need a way to redirect the shopping cart traffic
away from the legacy application to the new microservice. This is where you'll leverage the
AWS Migration Hub Refactor Spaces to simplify the routing.
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Task 2: Configure Refactor Spaces

In Task 2, you'll use AWS Migration Hub Refactor Spaces to create an environment that can
replace functionality in the legacy application and route traffic to the replacement microservices
(strangler pattern). You'll create the following resources:

o A Refactor Spaces Environment is a container of Refactor Spaces Services and Proxies.
It's a multi-account network fabric consisting of bridged VPCs, which allows resources within
it to interact through private IP addresses. It provides a unified view of networking and
services across accounts. Account level isolation of services supports customer process and
team alignment.

o Refactor Spaces Services are entities that provide business capabilities. These services
are reachable through unique endpoints and can interoperate across accounts in a Refactor
Spaces Environment. In this example there will be two services:

o Legacy service represents the existing monolith. By default all traffic will be routed to
the monolith.

o Shopping Cart Service represents the shopping cart functionality.

o A Refactor Spaces Proxy is a container of services and routes, which allows a single
endpoint to be used to contact multiple services. All traffic hits the single proxy endpoint and
then it's sent to multiple services based on different rules. It's an implementation of Strangler
Fig Proxy.

The strangler fig pattern was introduced by Martin Fowler as a way to manage risk when
modernizing or rewriting large, monolithic systems. The pattern is an analogy for a type of
plant that begins life as a vine growing alongside an older, established tree. As the vine
grows, it spreads to completely consume and ultimately replace the host tree, leaving a new,
strangler fig tree in its place.

In the natural analog, this is when the strangler fig initially sends a vine up the host tree’s
trunk. Then, a new service, which is decoupled from the monolith, is created, and the
proxy’s implementation is deferred to that new service. In the natural analog, this is when
the strangler fig vine wraps around one of the tree’s branches and overtakes it. This pattern
of proxying and then swapping out the proxy implementation with a new service continues
until all the legacy system’s functions are migrated to new services. At this point, the
strangler fig vine completely consumes the tree, and the legacy system can be
decommissioned. For more information, see Strangler Fig Proxy.

Using a Refactor Spaces Proxy you can transparently add new services to a unified
endpoint and route traffic to new services, all while keeping the underlying architecture
changes transparent to the users of the proxy. A Refactor Spaces Proxy supports routing to
all compute platforms with public or private visibility.
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Task 2.1: Infrastructure

Goal
o Verify Refactor Spaces Environment and Application.

13. At the top of the page, in the unified search bar, search for and choose AWS Migration
Hub.

I This is the AWS console for your lab account, not your regular AWS account. If you don’t have
the AWS console open, please refer to the previous step to Connect to the lab environment.

Please ignore the following permission error message “Permission must be granted by your
account administrator in order to use Migration Hub” and select Refactor Spaces from the
left menu. The permissions that you need for this lab have been granted successfully.

14. Select Refactor Spaces from the left menu.

15. Verify the environment named unistore-dev exists.

Refactor Spaces > Environments
Environments (1) C oo o]
All environments v QqQ 1 ®

Environment name Health status Environment ID Applications Accounts Services Routes Sharing status

unistore-dev © Healthy (T env- STy 1 0 0 0 Owner

16. Select the environment named unistore-dev and notice the application named unistore
within the environment. The Health status of the application should be Healthy.

The current state of the refactor environment resembles the following diagram.

Public Private subnet
subnet
1111
Inventory Amazon

= Users

~ ozt RDS @
2| @-e T

Users | Amazon AP Network AWS Transit
Gateway Load Balancer Gateway

»
>

Amazon S3

LN LI

Ihttp:ifexample.com

® There are no user traffic flowing through Refactor Spaces yet at this point.

Task 2.2: Create Services

Goal
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o Create Refactor Spaces Service for legacy backend application.

e Route all existing traffic to legacy service through Application Proxy (API Gateway).

Create Refactor Spaces Service for Legacy Application

You'll create a Refactor Spaces service named legacy that represents the existing monolith.
Your goal is to create the service and configure it using the current monolith's backend endpoint
URL (e.g. http://ec2-XXX-XXX-XXX-XXX.compute-1.amazonaws.com/

). This will be the PublicDNS values from the left side of these instructions.

17. Create Service - Navigate to Migration Hub Refactor Spaces and choose Create service
from the Quick actions menu. Select the Refactor Spaces environment and application you
reviewed earlier from the drop down.

18. In the Create service page configure the following:

a.

b.

For Environment, select unistore-dev.

For Application, select unistore.

For Service name, enter legacy.

For Select service endpoint type, choose VPC.

For VPC, select the VPC that contains the monolith application from the drop down
(named "MonoToMicroVPC"). You can verify the correct VPC using the VPC service in
the console. This will be the Vpcld values from the left side of these instructions.

For Endpoint, enter the PublicDNS values from the left side of these instructions (e.g.
http://ec2-XXX-XXX-XXX-XXX.compute-1.amazonaws.com/).

For Health check endpoint - optional, this is same value as URL from previous step
with path /actuator/health appended.

Enter the PublicDNS values from the left side of these instructions with path
/actuator/health appended (e.g. http://ec2-XXX-XXX-XXX-XXX.compute-
1.amazonaws.com/actuator/health).

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. 52


https://console.aws.amazon.com/vpc/home
https://console.aws.amazon.com/vpc/home

AWS Training and Certification Refactoring Legacy Apps to Microservices using AWS Migration Hub Refactor Spaces

Configure the Service endpoint

sleet.service endpoint type Info
g Lambda
ervice is a URL endpoint in a VPC. Service is a Lambda function.

Selected VPC will be added to the Environment's fetwork bridge.

vlel

Endpoint
URL (HT. Tvice endpoint. Note: The AL e VPC.

%’/ecZ-XX-XXX-XXX-XX.cornpute-1 ,amaznnaws.:orn| ) l

Health check endpoint - optional
URL (HTTP only) used to check the health of the service. If the Endpoint URL above is publicly accessible, then the health check endpoint

must als ety atcessible.
ttp://ec2-XX-XXX-XXX-XX.compute-1.amazonaws.com/actuator/health

e For Route traffic to this service, check the box for Set this service as the default route
for the application. This sends all traffic through the monolith by default.

e Select Create this default route in an active state.
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8 Resource Graups & Tag Editor

Refactor Spaces » Create service

Create service

Your application's business capabilities are reachable through unique service endpoints. These are either an HTTP URL or an
AWS Lambda fumction.
You can add routes to your service’s endpaint to determine which requests are sent to these service endpoints.

Select an application

Emvircnment
Enwirommienits you awn and ervironments shared with you.

| unistora-day - | | ) |

Application

Choose an application in the selected Environment.

|unisbore '||G|

Service details

Service name

legacy

Service description - optional

Enter description

Configure the service endpoint

Select service endpaint type

O VPC ) Lambda
The service has a URL endpeint in the selected WPC The service is an AWS Lambda function, with an available

M5 Lambda Functicn URL

WPC

This intercannects your WPC ta the Refactor Spaces environment's transit gateway.

vpc-04ad06ffd2 709614 v | | ) |

Endpaint

Service endpaoints can be either an HTTP/HTTPS UAL ar an AWS Lamibda functian.

If the UAL s not publicly accessible, then it must be within the VPC, Private certificate authorities with non-public DNS names, and
self-signed certificates are not supported for use with HTTPS URLs.

hitp:/fec2-35-89-251-170.us-west-2.compute.amazonaws.com |

Health check endpoint - optional
Wou can specify an URL for a health chedk for your application. H this iz left blank, the service endpoint URL above is for health checks.
If yaur service endpoint UAL i publicly accessible, then the health check endpoint must alsa be publicly accessible.

| hittp:/ /jec2-35-89-251-170.us-west-2. compute.amazonaws.com/actuator/health |

Route traffic to this service - optional

Set this service as the default route for the application: unistore.

@ The following options allow you to create the dafault route inan inactive or
active state. If created in an inactive state, the route does not send application
traffic to the service. If created in an active state, the route immediately sends
all application traffic to the sarvice.

() Create this default routa in 2n inactive state
Create the default raute in an inactive state so that traffic is not immediately sent to this service
endpaint.

D Create this default route in an active state

Create the default route in an active state so that all application traffic is mmediatety sent to this
ndpain
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e Choose Create service.

A\ Wait for the service status to change to Healthy and routes status to Active before
proceeding to the next task. The Refactor Spaces is now creating the necessary routes and API
Gateway resources and stage. These APl Gateway resources will be used as a new Application
Proxy that manages all traffic to the legacy service and any future microservices.

Route all existing traffic to legacy service through Application Proxy (API
Gateway)

Now with application proxy (APl Gateway) resources available, let's configure the front end to
use the new endpoint Refactor Spaces created for the legacy service. In order to do this, you'll
update a config.json file of the front end application with the URL of the new endpoint.

19. At the top of the page, in the unified search bar, search for and choose API Gateway.
20. Select unistore API.

21. Navigate to Stages menu and select the prod stage. Copy the Invoke URL.

72w N.Virginia ¥ Support

42 Amazon APIGateway  APIs > unicomRS-unicomsRS (m7caggkvhe) > Stages > prod showalihints @)
APls Stages prod Stage Editor Delete Stage || Configurs Tags
.

Cuttrn Do s

VPC Links

® Invoke URL: hitps://m7

ste-api.us-east-1.

Settings | Logs/Tracing  Stage Variables ~ SDK Generation ~ Export  Deployment History

API: unicomRS-unic. Documentation History Canary

Resources

Cache Settings

Enable APl cache |]

Authorizers

Default Method Throttling
Gateway Responses
Choose the defauit throttiing level for the methods in this stage. Each method in this stage will respect these rate and
burst settings. Your current account level throttling rate is 10000 requests per second with a burst of 5000 requests.
Read more about AP| Gateway throttiing

Models

Resource Policy

§ Enable throttling @&
Documentation

Dashboard Rate 10000  requests per second
Settings Burst 5000 raquasts

Usage Plans Web Application Firewall (WAF) Learn more.

APl Keys Salact the Web ACL to ba applied to this stage.

Client Certificates Web ACL  None v Create Web ACL

Settings

Client Certificate
Select the client certificate that AP| Gateway will use to call your integration endpoints in this stage.

Certificate  Nons v

Now you need to modify the front end config file to use the new URL for backend. The config file
is located in an S3 bucket that is hosting the front end website. Navigate to the Amazon S3
service and open the bucket named values **UIBucket** from the left side of these
instructions

22. At the top of the page, in the unified search bar, search for and choose S3.
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23.

24.

25.

26.

In the Buckets list, select the bucket named values **UIBucket** from the left side of
these instructions.

Download the config.json file to your local machine.

Open the newly downloaded config.json file and replace the host URL with the API
Gateway stage’s Invoke URL you copied in the previous step.

Replace "host" value and save the file.

[ XK ] B config.json >~
K
}

"host": "https://nz83nsjm36.execute-api.us-west-2.amazonaws.com/prod"

A\ Make sure the URL is secured using HTTPS.

27.

28.

29.

30.

31.

To upload the new config.json navigate to Amazon S3 bucket console.

In the Buckets list, select the value for bucket named UIBucket from the left side of these
instructions.

Choose Upload.

Choose Add files, choose files and then select the new config.json to upload, and choose
Open.

Choose Upload.

Make sure you grant the file with Read access for Everyone in the Permissions tab by editing
the Access control list (ACL) for public access. Your console may show option Grant Public-
read access which is same setting.

32.

33.

34.

35.

In the Objects list, choose config.json.
Choose Permissions.
Under Access control list (ACL), choose Edit.

Select the check boxes for the permissions file with Read access for Everyone, and |
understand the effects of these changes on this object and then choose Save changes.
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Access control list (ACL)

Grant basic read/write permissions to other AWS accounts. Learn more [

Grantee Objects Object ACL
Object owner (your AWS Read Read
account) Write

Canonical ID: 1413616ecl
bfb 1c7b3080343f72771d9ceba
beecdd9d354c74317e06d96b1
2e3

Everyone (public access) A\ Read Read

Group: http://acs.amazon

aws_com/fgroups/fglobal/AllUser
5

Authenticated users group Read Read
{anyone with an AWS

account)

Group: http://acs.amazon

aws.com/fgroups/global /Authen
ticatedUsers

/A When you grant access to the Everyone or Authenticated users group grantees, anyone in the world can
access the specified objects.

Learn more [4

| understand the effects of these changes on the specified objects.

Now that you've updated the URL in your configuration file the application is now being proxied
and looks as follows:

LN AWS Cloud

pa Y
(@] Pubic Private subnet
.
= inventory [~ Inmazun
Users > RDS
J | Unicorns = |
TTTTT

Network AWS Transit
Load Balancer|  Gateway

»

8&% hitp /fexample.com

Users {Amazon S3

Amazon AP
Gateway

36. Test Website - Let's test the front end to make sure the Unishop website still works. Open a
browser and navigate to the Unishop URL from Verify Frontend. If you view the browser's
developer console, you'll see the new proxy host.
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Products Al Homs Rides Accessories = Stickers Sale! Search

([

UnicornHipHop UnicomPartyDress
E

S ¢
' eI5E

If you cannot see the unicorns after switching to the API Gateway endpoint, perform a hard
refresh using the S3 frontend URL on your web browser (response may have been cached).

® To open the developer console in Google Chrome, open the Chrome Menu in the upper-right-
hand corner of the browser window and select More Tools > Developer Tools. You can also use
Option + 3 + J (on macOS), or Shift + CTRL + J (on Windows/Linux) or check your browser's
specific instructions.

Review

In task 2 you used AWS Migration Hub Refactor Spaces to create an environment that will allow
you to manage legacy applications and microservices as a single application with flexible
routing control, isolation, and centralized management.

In the next task, you will create a new microservice to replace the shopping cart functionality of
the monolith. Then using the Migration Hub Refactor Spaces proxy, you'll redirect traffic for the
shopping cart to the new microservice.

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. 58



AWS Training and Certification Refactoring Legacy Apps to Microservices using AWS Migration Hub Refactor Spaces

Task 3: Microservices

In this task, you are going to build a new microservice to replace the shopping cart functionality
using AWS Lambda and AWS DynamoDB. Then you'll configure Refactor Spaces to route the
traffic for shopping cart to the new microservice from the monolith. Finally, you'll test the
Unishop website to make sure everything works seamlessly using the Strangler Fig pattern.

Public Private subnet

subnet
LiLLL

Inventary

- - A
»—| Users 3| RDS
’: Unicorns : 'L@
TTTTT

Network AWS Transit
! I!
basket

Load Balancer|  Gateway
lambda Amazon |

DynamoDB |

-
hitp:/fexample com

Users Amazon 53 Amazon API
H Gateway

Task 3.1: DynamoDB

Goal

e Verify DynamoDB for new Lambda service.

By using microservices architecture, it gives you the freedom to choose different technologies
for your implementation. You will use Amazon DynamoDB as your database for your shopping
cart microservice. DynamoDB is a fast key/value store which can hold shopping cart information
and also enable quick reads and writes.

® DynamoDB table named unishop has been pre-deployed for this lab.
37. At the top of the page, in the unified search bar, search for and choose DynamoDB.
38. Select Tables from the left menu.

39. Verify the DynamoDB table named unishop:

DynamoDB X DynamoDB Tables
Dashboard Tables (1) info c m
Tables

Q Any table tag v 1 @

Update settings

Explore items Na... & Status Partition key Sart key Indexes Read capacity mode Write capacity mo...

PartiQL editor New
unishop @ Active uuid (5) - 0 On-demand On-demand
Backups

Exports to 53

Reserved capacity
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Task 3.2: Lambda

Refactoring Legacy Apps to Microservices using AWS Migration Hub Refactor Spaces

Goal

e Verify 3 AWS Lambda Functions for new Shopping Cart microservice.

AWS Lambda is a serverless compute service where you can run code without provisioning or
managing infrastructure. You'll use AWS Lambda to build 3 functions that you need for

shopping cart service:

e AddUnicornToBasket

¢ RemoveUnicornFromBasket

e GetUnicornsBasket

® 3 AWS Lambdas have been pre-deployed for this lab.

40. At the top of the page, in the unified search bar, search for and choose Lambda.

41. Select Functions from the left menu.

AWS Lambda X

Dashboard

¥ Additional resources

Code signing configurations

Lambda Funct

Functions (3) Last fetched 10 se

Function name Description

. Lambda that remaves a
RemoveUnicomFromBasket
unicorn from a basket.
Lambda that lists the
GetUnicornsBasket N

unicarns in a basket.
Lambda that adds a unicorn
into a basket.

AddUnicornToBasket

Task 3.3: Shopping Cart Services

42. Verify the 3 AWS Lambda functions:

condsago | Create function

Last

Package type Runtime
bt modified

Java 11
Zip ava last month
(Corretta)

Ji 1
Zip ava last month
{Corretta)

Java 11
Zip last month
{Corretta)

Now that you have your Lambda functions and DynamoDB deployed, next step is to create the

Refactor Spaces services that will enable you to route traffic from the monolith to your new

microservices. You will configure the following services with corresponding Lambda functions to

route the shopping cart traffic.

Refactor Spaces Service | Lambda Description

AddToCartService AddUnicornToBasket Adding a unicorn to the cart.
RemoveCartService RemoveUnicornFromBasket | Removing a unicorn from the cart.
GetCartService GetUnicornsBasket Getting shopping cart items.
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Task 3.4: Add to Cart Service

Goal

¢ Route traffic for shopping cart's add items to new AddUnicornToBasket Lambda Function.

In order to route traffic to new AddUnicornToBasket Lambda function, you will create a Refactor
Spaces service named AddToCartService. This Refactor Spaces service will automatically
configure the APl Gateway to route traffic from monolith to the AddUnicornToBasket Lambda
function.

43. At the top of the page, in the unified search bar, search for and choose AWS Migration
Hub.

44. Select Refactor Spaces from the left menu.

45. Choose Create Service from the Quick actions menu. Select the Refactor Spaces
environment and application you created earlier from the drop down.

46. Create the AddToCartService in Refactor Spaces with the following steps:
e For Environment, select unistore-dev.

o For Application, select unistore.

e For Service name, enter AddToCartService.

o For Service description, enter Adding a unicorn to the cart.
o For Select service endpoint type, choose Lambda.

e For Lambda function, select AddUnicornToBasket.

e For Source path, enter funicorns/basket.

e Uncheck Include child paths.

e For Verb, select POST (uncheck the "Match All").

e Select Create this route in an active state.

47. Choose Create service.

Task 3.5: Remove Cart Service

Goal

¢ Route traffic for shopping cart's deleted items to new RemoveUnicornFromBasket Lambda
Function.
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In order to route traffic to new RemoveUnicornFromBasket Lambda function, you will create a
Refactor Spaces service named RemoveCartService. This Refactor Spaces service will
automatically configure the APl Gateway to route traffic from monolith to the
RemoveUnicornFromBasket Lambda function.

48. Navigate back to the Refactor Spaces page and select Create Service from the Quick
actions menu.

49. Create the RemoveCartService in Refactor Spaces with the following steps:
e For Environment, select unistore-dev.

e For Application, select unistore.

e For Service name, enter RemoveCartService.

e For Service description, enter Removing a unicorn from the cart.
e For Select service endpoint type, choose Lambda.

e For Lambda function, select RemoveUnicornFromBasket.

e For Source path, enter funicorns/basket.

e Uncheck Include child paths.

e For Verb, select DELETE (uncheck the "Match All").

e Select Create this route in an active state.

50. Choose Create service.

Task 3.6: Get Cart Service

Goal

¢ Route traffic for listing items in the shopping cart to GetUnicornsBasket Lambda Function.
o Create API Gateway Model.

e Disable Lambda proxy integration.

¢ Configure mapping template for GET method.

e Delete redundant GET method.

In order to route traffic for listing shopping cart items to GetUnicornsBasket Lambda function,
you will create a Refactor Spaces service named GetCartService. The GetCartService needs
to map the path variable (uuid) to a JSON object (which is part of the Lambda method
signature). So, you will create an object model and configure a mapping template for the
Integration Request in API Gateway.
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51.

52.

53.

Navigate back to the Refactor Spaces page and select Create Service from the Quick
actions menu.

Create the GetCartService in Refactor Spaces with the following steps:
For Environment, select unistore-dev.

For Application, select unistore.

For Service name, enter GetCartService.

For Service description, enter Getting shopping cart items.
For Select service endpoint type, choose Lambda.

For Lambda function, select GetUnicornsBasket.

For Source path, enter /unicorns/basket.

For Include child paths, keep the box checked.

For Verb, select GET (uncheck the "Match All").

Select Create this route in an active state.

Choose Create service

Create API Gateway Model

54. At the top of the page, in the unified search bar, search for and choose API Gateway.

55.

56.

Select unistore API that Refactor Spaces created for us.

Navigate to the Models section from the left side menu and choose Create and fill in the
following values:
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:'13 Amazon APl Gateway APIs > unistore (1kpuix78e3)

APls ‘ Models

<> Empty

Custom Domain Names
<> Error

VPC Links

API: unistore
Resources
Stages
Authorizers

Gateway Responses

| Models

Resource Policy
Documentation
Dashboard

Settings
Usage Plans
APl Keys
Client Certificates

Settings

Li] n@

e For Model name, enter UnicornBasket.

e For Content type, enter application/json.

e For Model schema, copy and paste the below code:

{
"$schema": "http://json-schema.org/draft-04/schema#",
"title": "UnicornBasket",
"type": "object",
"properties": ({
"uuid": { "type": "string" }
}
}

® Press ESC to navigate away from the code editor.

57. Choose Create model.
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5 Amazon AP| Gateway = APIs > unicoms (qidfgliod) > Models > Creata Show all hints g
APIs Madels m New Model
.
unicoms Empty B Provide a name, content type, and a schema for your model. Models use (ZJSON schema
Error F

Resources

Meodel name” UnicornBasket
Stages

Content type* appiicationfjson
Authorizers

Model description
Gateway Responses

Modols Model schema*
Resource Policy
Documentatior

Dashboard

Sattings
Usage Plans

APl Keys

Custom Domain Names
Client Certificates

VPC Links

Disable Lambda Proxy IntegrationHeader anchor link

In this step, you'll disable Lambda Proxy Integration for GET, POST and DELETE methods.
GET method

58. Navigate to APl Gateway console and select the unistore API.

59. Select Resources from the APl Gateway left menu.

60. From the Resources tree select the GET method at /unicorns/basket/{proxy+}.

61. Select the Integration Request title box on the right.

| Peswces | McSemas @ /unicoms/basket/(proxy+) - GET - Method Execution
. i
st
= -
g 8

Method Response. . Integration Respanse

HITP Samtuns Fromy

Usage Plans

62. Uncheck Use Lambda Proxy integration and choose OK in both dialogs.

B € Method Execution  /unicorns/basket/{proxy+} - GET - Integration Request

Provide information about the target backend that this method will call and whether the incoming request data should be modified.

Integration type ® Lambda Function @
J HTTP @
O Mock @
O AWS Service @
D VPC Link @

Use Lambda Proxy integration -1 @

Lambda Region us-east-1 #
Lambda Function GetUnicornBasket #
Execution role ¢
Invoke with caller credentials &
Credentials cache Do not add caller credentials to cache key #

Use Default Timeout @&
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POST method

63. Select Resources from the left menu.

64. From the Resources tree select the POST method at /unicorns/basket.
65. Select the Integration Request title box on the right.

66. Uncheck Use Lambda Proxy integration and choose OK in both dialogs.
DELETE method

67. Select Resources from the left menu.

68. From the Resources tree select the DELETE method at /unicorns/basket.
69. Select the Integration Request title box on the right.

70. Uncheck Use Lambda Proxy integration and choose OK in both dialogs.

Configure mapping template for GET method

71. Select the GET method in the /unicorns/basket/{proxy+} resource.

72. Select the Integration Request title box on the right.

APls > unistore (1kpuix78e3) > Resources > /unicoms/basket/(proxys} (bhbtaq) > GET showallhinis @)

, Resources Actions~ @ /unicorns/basket/{proxy+} - GET - Method Execution o

uMIes BpquET

Method Response . Integration Response

BEUIOO!

HTTP Status: 200 HTTP status pattern: - v

Output passthrough: Yes

73. Expand Mapping Templates.
74. Select When there are no templates defined.
75. Choose Add mapping template.

76. Set Content-Type to application/json in the text field and select the check mark.
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~ Mapping Templates @

Request body passthrough _C' When no template matches the request Content-Type header @

® When there are no templates defined (recommended) @

O Never @

Content-Type

| applicationfjson ®O

© Add mapping template

77. Select from the Generate template drop down and choose the model UnicornBasket.

78. Replace the text in the template area with the following:

#set ($inputRoot = $input.path('$'))
{
"uuid" : "$input.params('proxy')"

}

79. Choose Save.

Delete redundant GET method

Since you are only interested in the path variable following /unicorns/ basket you need to
delete the GET method at /unicorns/basket and leave only the one at
/unicorns/basket/{proxy+}.

80. Select the GET method on /unicorns/basket.
81. Choose Actions.

82. Select Delete Method and choose Delete in the dialog that follows.
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Resources Actions - |. /L

v/
ANY

v /unicorns
ANY

v /basket

ANY
DELETE

POST

Do NOT « /{proxy+}
delete this ANY

one \A GET

v /{proxy+}
ANY
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Resources Actions~ 1@ /unicorns/baske

METHOD ACTIONS

v /
Ay Edit Method Documentation
. Delete Method
v /unicorng
ANY
RESOURCE ACTIONS
v /baski
Create Method
ANY
DELET Create Resource

GET Enable CORS

POST  Edit Resource Documentation

¥ /Pl Dpelete Resource
AN

GE APl ACTIONS

v Aproxy+]  peploy API
ANY Import AP
Edit APl Documentation

Delete API

Task 3.7: Deploy Services

Goal

¢ Configure method response code.

o Enable Cross-Origin Resource Sharing (CORS).
o Deploy API.

Before you deploy the changes, you need to complete a few tasks.

Configure path response for GET, POST and DELETE method

83. From the Resources tree, select the GET method at /unicorns/basket/{proxy+}.
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84. Select the Method Response title box.

Resources | Actions~ @ /nicorns/basket/{proxy+} - GET - Method Execution

. Method Reguest L
TEST
~ funicorns % Auth: NONE
ARN: arn:aws:execute-api:us-east-
v /basket 1:674769691172:9y3zbzbf3d/*/GET/unicorns/basket/*
DELETE
GET
~ Hproxy+}
€
o ] 5
w /[proxy+]
Method Response .

HTTP Status: 200

85. Choose Add Response and then enter 200 in the HTTP status code text box and choose
the check mark.

€ Method Execution  /unicorns/basket/{proxy+} - GET - Method Response
Provide information about this method's response types, their headers and content types.

HTTP Status

© Add Response

86. From the Resources tree, select the POST method at /unicorns/basket.
87. Select the Method Response title box.

88. Choose Add Response and then enter 200 in the HTTP status code text box and choose
the check mark.

89. From the Resources tree, select the DELETE method at /unicorns/basket.
90. Select the Method Response title box.

91. Choose Add Response and then enter 200 in the HTTP status code text box and choose
the check mark.

Enable Cross-Origin Resource Sharing (CORS)

One final configuration is to enable CORS, because the domains differ between your front-end
and API. You'll need to do this on the /unicorns/basket and /unicorns/basket/{proxy+}
resources.
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/unicorns/basket resource

92. Select the /unicorns/basket resource from tree.
93. Select Actions menu and choose Enable CORS.

94. Choose Enable CORS and replace existing CORS headers and Yes, replace existing
values button.
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APls > dev-unistore-dev-prxy

Resources Actions~ §

v/
ANY

v /unicorns
ANY

v /basket

AN Y
DELETE
POST

v /{proxy+}
ANY
GET

v /{proxy+}
ANY
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APIls > dev-unistore-dev-prxy (02srwgtsri) > Re:

Resources Actions~ | @ /unicorns/ba
RESOURCE ACTIONS
v /
Create Method I
ANY
. Create Resource
v /unicorns
ANY Enable CORS
v /bask Edit Resource Documentation
ANY Delete Resource
DELE]
POST| APIACTIONS
v /{pl Deploy API
AN Import API
as Edit APl Documentation
v /{proxy+]
Delete API
ANY
y (02srwgtsri) > Resources > /unicorns/basket (z1v5so) > Enable CORS Show all hints 9
# Enable CORS

Gateway Responses for dev- (1) pEFAULT 4xX () DEFAULT 5XX ©

unistore-dev-prxy APl

Methods @ DELETE @ POST | OPTIONS @

Access-Control-Allow-Methods DELETE, GET, HEAD, OPTIONS, PATCH, POST, PUT @

Access-Control-Allow-Headers 'Content-Type,X-Amz-Date,Authorizatic €

Access-Control-Allow-Origin* "'

» Advanced

(1]

Enable CORS and replace existing CORS headers
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Confirm method changes

The following modifications will be made to this resource’'s methods and will replace any existing values. Are you sure you want to
continue?

+ Create OPTIONS method

« Add 200 Method Response with Empty Response Model to OPTIONS method

« Add Mock Integration to OPTIONS method

« Add 200 Integration Response to OPTIONS method

Add Access-Control-Allow-Headers, Access-Control-Allow-Methods, Access-Control-Allow-Origin Method Response

Headers to OPTIONS method

« Add Access-Control-Allow-Headers, Access-Control-Allow-Methods, Access-Control-Allow-Origin Integration Response
Header Mappings to OPTIONS method

« Add Access-Control-Allow-Origin Method Response Header to DELETE method

+ Add Access-Control-Allow-Origin Integration Response Header Mapping to DELETE method

+ Add Access-Control-Allow-Origin Method Response Header to POST method

« Add Access-Control-Allow-Origin Integration Response Header Mapping to POST method

Cancel Yes, replace existing values

e /unicorns/basket/{proxy+}

95. Select the /unicorns/basket/{proxy+} resource from tree.
96. Select Actions menu and choose Enable CORS.

97. Choose Enable CORS and replace existing CORS headers and Yes, replace existing
values button.

Deploy APIHeader anchor link

The configuration changes you’ve made, are not live as you need to deploy them.

98. From the Actions menu, select Deploy API.
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:: Amazon API Gateway APls > dev-unistore-dev-prxy (02srwgtsri) > Resources

i APls , Resources Actions ~ }/ Methods

RESOURCE ACTIONS

ustom Domain Names v/
c Create Method -
ANY c
VPC Links * /unicorns reate Resource
ANY Enable CORS
« /baski Edit Resource Documentation | "¢
ANY Not reqt
API: dev-unistore-d... DELE] APIACTIONS
| opTid | Deploy API
| Resources POST  Import AP
| Stages ¥ APl Edit API Documentation
AN Delete API
Authorizers GE
- OPTIONS
b Gateway Responses ~ /proxy+}
. ANY

Models

| Resource Policy

3

| Documentation
: Dashboard

i« Settings

| leana Plane

99. In the Deploy API dialog, select prod from the Deployment stage drop down and then
choose Deploy.

Deploy API @

Choose a stage where your API will be deployed. For example, a test version of your
API could be deployed to a stage named beta.

Deployment stage v

prod
Deployment description [New Stage]

Cancel Deploy

Task 3.8: Testing Services

Goal

e Test Unishop website with new shopping cart services.
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e Test shopping cart services directly using APl Gateway (optional).

If all is set properly, you should be able to refresh the Ul in your browser and see that your
Unishop is loading as usual. At this point, your application is running behind a proxy, and all of
the requests that represent the shopping cart functionality are being routed to your new
microservices that are running in a serverless APl Gateway, Lambda, and DynamoDB solution.
All other requests continue to be serviced from the legacy monolith application.

roducts M cCart (1) @ Logout

UnicornFlaot UnicornPartyDress

UnicornGlitter

Test Unishop Website

100. Log in to the website using the same email address that you used to register.
101. Add and remove items from the cart.

102. Open browser’s developer console to explore where the request is going. You should
see a new host for the microservice.

® To open the developer console in Google Chrome, open the Chrome Menu in the upper-right-
hand corner of the browser window and select More Tools > Developer Tools. You can also use
Option + 3§ + J (on macOS), or Shift + CTRL + J (on Windows/Linux) or check your browser's
specific instructions.

103. Open Lambda dashboard and metrics. You can also open the individual Lambda
function and see monitor CloudWatch logs.

104. Open DynamoDB table and explore items to see shopping cart details saved to the
database.
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Testing services in API Gateway directly

You can also test the shopping cart services directly within API Gateway by making test call to
your method. When you make a test call, API Gateway skips authorization and directly invokes
your method.

Add a unicorn to the shopping cart

105. Navigate to API Gateway console and select the unistore API.
106. Select Resources from the API Gateway left menu.
107. Navigate to the configuration screen for the POST method on the /unicorns/basket.

108. Choose Test in the Client box on the right.

Actions~ | ® /unicorns/basket - POST - Method Execution

N Resources

' . Method Request . Integration Request .

- TEST
funicorns Auth: NONE Type: LAMBDA_PROXY

ARN: arn:aws:execute-api:us-east- Paths: proxy
= [basket 1:674769691172:9y3zbzbi3d//POST/unicor

e —

- Hproxy+}

Client

* Hproxy+}
Method Response . Integration Response

18%SEE0] UICIIUNPPY BPqUIET

HTTP Status: Proxy

109. For testing purposes you're going to use a uuid of 1 to represent a logged in user and a
unicorn uuid of U1 to represent a unicorn that you want to add to the cart. In the Request
Body box enter the following text and choose Test:

{
"yuid": "1",
"unicorns": [
{
"uuid": "Ul"
}
1
}

110.  You should see a response that the unicorn was added to the cart:
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Resources | Astions~ @ ¢ Msthod Exscution funicorns/basket - POST - Method Test &

Maive 2 best call 1o your metnod. When you ke & lest cal, AP| Galsway skips authorizstion and dirsctly invokes your method

~ funicorms Path Request: /unicorns/basket
- No patn o this rescurce: s the Status: 200
synia (myPathParam} in  resovrce oalh Latency: 11469 ms
! Query Strings Faepones Body
(EONT) basket) “Added Unicorn to basket”
- Hproxy+}
Response Headers
= fprexy+} Headers {*R-ARZR-Trace-1a" : “Rook=1-619138a6-G0459C

" appld
Baske) catian/isen”}

Logs

Execution log for request aFGals08-05d4-4dB1-976£-50018607183
Sun Nov 14 16:39:46 UTC 2021 1 Starting mxecution for request: affa3s0i-35di-idal-d76e-5001es
75189
Sun Wov 14 16:30:46 UTC 2021 + HTTP Method: POSY, Resource Dath: funlcorna/basket
Stage Variables Sun Now 14 16:34:46 UTC 2021 : Mathod request path: {)
11 Mathod reguest query strings {}
1+ Nethod request hesders: ()

Na (#staga variablos axist for this method,

L 1 Method request body before transformations: {

Request Body

HAEIT i

5. it e o1

4= { 1

5 wias )

€ ¥

7 1

1) Sun Nor 18 36134146 USC 031 1 Sndpoint cequest UNT: hrtpas //Lambda, un-cast-1 amazonss.con/ 3
c15-03-21/ S eresen: R

Sun Nov 14 16:30:46 UTC 2021 ; ¥ndpoint cequest headers: {E-Anz-Date-20Z11114TI63462, x-amsn

—apigateway-api-id=3y3ebebld, ication/ jaon, Sy3sbebid
a, R e 3EbcaB12<BSCh 59743
Td684ab, 1

—amEn- LaMBAa- LEegTALLON-LAg=ALEAIS06-9504-8d81-976E-500160TE10T, AUENSTIZAL on"TsnITaTe,
3an048, rus-zan

£-11 674763691172 19y dababE 3/ . 5
bIIpELuX2VIRES// {11111 L e 3 » LoWrEVREQIA
SERYSE6cHA1 LG gNyRRSDAS 1kvBQUE [ TRUNCATED]

Sun Now 14 16:34:46 UIC 2021 ¢ Endpoint reguest bedy after transformations: {

Sun Wov 14 16:34:46 UTC 2021 : Sending request to https://lanbda.us-east-1.amazonawvs.con/2015
—03-31/£URCLAORB/AXn: #¥E : LAREAA US—SRBt-1:6T4T6I6T1172: FUNEE Lon :MAUNICOTRTOBABKEL /AN¥OCAELON

un Mow 14 16:33:58 UIC 2021 : Received responss. Status: 200, Intagration latancy: 11463 ms
Sun Nov 14 16:38:38 UC 2031 : Zadpolnt respanse headers: {Date=Sus, 1 Now 2021 18:34:33 O
=, o ion/qsen, =25, Connectionekeep-alive, d=
nejLaTEST, 1-6191; 746 64eb sampled=i}

Sun Now 14 16:34:58 UTC 2021 : ndpoint respanse body before transformations: “Added Unicorn

16:34:58 URC 2021 : Nethod response body after transformations: “hdded Unicorn to

Sun Nov 14 16:33:58 UC 2021 ¢ Mathod respense headers: [X-Anzn-Trace-IdeRook=1-61913aa6-6E45
. =app1i 3son}

Sun Nov 14 16:33:58 UXC 2021 1 Successfully completed execution

un Nov 14 16134188 UXC 2021 1 Method complersd with status: 200

Get list of items in the shopping cart

111. Navigate to the configuration screen for the GET method on
/unicorns/basket/{proxy+}.

112. Choose Test in the Client box on the right.

. PResources | Aclions~ '@ /nicorns/basket/{proxy+} - GET - Method Execution &
5 -/
. - Method Request @ Integration Request .
» Junicorns TEST Auth: NONE Type: LAMBDA
* ARN: arn aws:execute-api-us-east- Region: us-east-1
~ /basket — 1:674769691172:8y3zbabf3d//GET/unicams/ — —
DELETE E
GET H
1 £
~ /lproxys} “;,?
5 c
8
Y N B 2
Method Response . Integration Response . ?9
HTTP Status: 200 HTTP status pattern: - v ”i}

Output passthrough: Yes

113. Recall in the previous step you used a uuid for a fictitious user of "1". Your test will
retrieve the shopping cart for that user. In the text field for “{proxy}” in the “Path” section,
enter the value 1 and choose Test.
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Actions - . &
. Fesources ® & Method Execution  Junicorns/basket/[proxy+} - GET - Method Test =
- Make a tast call to your method. When you make a test call, AP| Gatewsy sidips suthorization and dirsctly imvokes your method
- funicoms. Path Request: funicorns/basket/1
Status: 200
v fbaske Latency: 11433 ms
oeLET Response Body
-
Query Strings (
= Hprany+) “uad's 1%,
{praxy) “unicorna®s [
cET param1 =valus 1 &param2=valua2 t, .
~ iproxgs) wuld’s "m
: Headers 1
¥
fproxy)
Response Headers
- —
&*: "application/ison’)
Logs
Stage Variables o
No (stage varisbies axistfor this method. Execution log for request 178de?fd-docs-4495-bA0G-bd9seT68a9es
Sun Now 14 16:9:41 UTC 2021 : Starting execution for request: 178deTfd-dccB-s495-bI06-
Request Body bS8 £T684940
Sun Mov 16 16159141 UTC 2021 & HTTP Method: GET, Resource Fath: /unicorns/basket/l
Rocquset Bady ks not supported for GET mothods Sun Now 14 16:59:41 UTC 2021 : WeEhod Tequest patn: (proxy=i}

Sun How 16 16:50:41 UTC 2021 : Method request query seri
Sua How 14 16:59:41 UTC 2021 i Method request headers: {}

Sun How 18 16:59:41 UTC 2021 : Method request body befors transformations:
Sun Hov 14 16:59:41 UTC 2021 : Endpoint request URT: hteps://lanbda.us-e:
&.c0m/2015-03-11/functions/arn:aws : Lanbdarus-east-11674769691172: funct ion:GetUnicarnBas
kat/invocations

K]

Sun How 16 16:59:d1 UTC 2021 1 Endpoint request headers: (X-Amz-Date=20211114T1659413,
jeon,
ay_9y3sbibild, Hostelanbda.us-sast-1 s
’ 151407d-ea8
0 =171
43, Muthorirationessss
+++a80631, X-Anz-Source-Arnearniawsiexecute-apiius-east-1167476963117219yIzbeb:
proxy+), LuX2vIER
341441141/ IWEACKN ELNY G 0L LPIZALEAGAIL

733 jqraBsg03n | TRUMCATED)

Sun Nov 18 16:59:41 UFC 3021 + Endpoint request body after transformations:
“auid® ¢ 110

)

Sun How 14 16:59:41 UTC 2021 : Sending reguest to https://lanbda.us-east-1.amazonews.co
B/2015-03-31/ functi Lo 16747698811

invocations

Sun Hov 14 1§:50:52 USC 2021 1 Received response. Status: 200, Integration latencys 114

28 ns

Sun Nov 18 16:59:52 UTC 2021 ¢ ENpoint response Neaders: (Datessun, 14 Bov 2021 16:59:

52 onr, G ¥ json, n B 1 p-alive, x-amen

1055, =0, X-hm

ATEST, 1 19140 1588

mpled=a)

Sun How 18 16:59:52 UTC 2021 : Endpoint respanse body before transformations: { uai

%:°1", "unicorns®: [{*uuid": "U1"}1}

Sun Now 16 16189182 UTC 2021 1 Method response body after transformations: {Tuni

d@%:"1", "unicorns® : [{*uuid":"U1"}]}

Sun Hov 14 16:59:52 UTC 2021 : Method response headers: {X-Anzn-Trace-Id-Root=1-6191407
135ampled=n, icarion/d

Sun How 18 16:59:52 URC 2021 : Successfully comploted execution
Sua How 14 16:59:52 UTC 2021 : Method completed with status: 200

Hub Refactor Spaces

114. You should see the shopping cart retrieved with the following content in the response

body:

Iluuid" : II1II ,
"unicorns": [

{

"auid": "uUl"

Delete from the shopping cart

115. Navigate to the configuration screen for the DELETE method on /unicorns/basket.

116. Choose Test in the Client box on the right.

= " . a
, Pesouces | Astins~ @ nnjcorns/basket - DELETE - Method Execution =
. ® Method Request ® Integration Request ®
« Junicorns T Auth: NONE Type: LAMBDA
W ARN; apicus-si PRegion: us-easi-1
oot — 1:BTATBIE91172:Bydzbzblac/DELETE unicoms/basket . . g
i
a E
Fy
. 3
w [proxy+} 2
H 5
p— s g
Method Response [ ] Integration Response ® 3
g
HITP Stas: 00 TP status patton: - 2
— — Output passthroughs Yes - g
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117. Inthe Request Body box enter the following text and choose Test:

{
"quid": "1",
"unicorns": [
{
"uuid" : "Ul"
}
1
}

118.  You should see in the response body that the Unicorn was removed:

wven funicorns/basket - DELETE - Method Test

Maks a fest call 10 your method. Whan you maka a test call, AFI Gateway skips authorization and drocty Invokes your mothod

Path Fequest: /unicoms/basket
Status: 200

Latency: 11274 ms
Respansa Body

e, You Can 66N PAth PATATSAGTS B LAINg the

Query Strings

{asket)

Respansa Header
« Hpraxye Headers {"RBnan-Teaca-14":"Rook=1-§ 1914 5ae-Bc0de 1991760 £470d2adudc S arplad-0" , “Content-Typs" :"applicatio

{asket) n/jsan’ }

Logs

Stage Variables

Mo (Fstags variabiss exst o this mathod

Request Body
1-{
2

w11,
3+ unice
. q

)

M
6
[}

Td=Raot=1-§13143ae-Dcidc1981

Review

In part 3, you added the AWS Migration Hub Refactor Spaces service that represent the
get/add/remove functionality of a shopping cart backed by your new Lambda functions that
replaced the same functionality in the monolith. Refactor Spaces handled most of the setup for
you, leaving only some minor configuration detail specific to your service implementation. You
also briefly covered testing in API gateway to confirm your services are functioning as expected.

Modernizing legacy applications is a necessity, there are a few approaches you can follow. We
hope that this lab highlighted the benefits of breaking the monolith using the strangler pattern.
Whichever approach you decide to follow, we believe that the gradual improvement will benefit
your business and increase confidence in delivering application modernization. Good luck with
your journey!
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End lab

Follow these steps to close the console and end your lab.
119. Return to the AWS Management Console.

120. At the upper-right corner of the page, choose AWSLabsUser, and then choose Sign
out.

121. Choose End lab and then confirm that you want to end your lab.

Additional Resources

e For more information about how to use AWS Migration Hub, see AWS Migration Hub
Documentation.

For more information about AWS Training and Certification, see
https://aws.amazon.com/training/.

Your feedback is welcome and appreciated.
If you would like to share any feedback, suggestions, or corrections, please provide the details
in our AWS Training and Certification Contact Form.
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